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ABSTRACT

The increase in the number of subscribers compamalular phones in Palestine, and
thus steadily for mobile phones, and those modasscopens the way for a required new
field of mobile applications, those concerned witdde and business, including banking
systems, as well as develop new ways to accomihiesbale and purchase .

Have been better as researchers in the field mipater to be proactive in going into
this area, so we in this thesis developed a mantebme of these innovative systems, a
model be preceded by a study meets the systemdenpitmnes for payment, and banking
services in the world, then get out perceptionhef éntire new system is well suited with
the reality of banks in Palestine, and allows teeruo buy a commodity or service, or to
sell it through his mobile phone at any time, oraay place without any extra cost or
pricing.

The model which we have designed is going thratgges of the life cycle of one of
the latest and the most important methods for tfgeented software engineering, to
design concurrent, distributed, and real-time aapilons with the Unified Modeling
Language (UML), a stage of the system requiremgpesification, and the stage of system
analysis, which describes the relations between dhbjects that reflects the problem
domain, and the stage of system design that aetyrdéscribe the system structure and
structure of active objects and their interrelagidps, and this stage focuses on the
solution domain.

Protection of digital data is of concern to mangople since the occurrence of
electronic archiving system, with the occurrencenobile phone software has become an
urgent need to protect and secure the mobile phselg or one of its applications from the
exploration or the futility of non-authorized ud#ith the great progress of the capacity,
and the capabilities of the mobile phone which basome a small computer, it becomes
possible to secure mobile with biometric technasgias the goal of this thesis is to get out
a full system for less cost to the user, we hawseh the voice print as a biometric that you
only need a traditional microphone to pick up sowuth as that found in all mobile
phones.

We have designed and programmed the speakereatigin system, which does not
depend on the text, i.e. that the system can véhidy speaker regardless of the phrase
pronounced. System works entirely on a mobile phorck up the sound, and analyze it
to extract the characteristics of the vocal trabgn the verification process, which
compares the extracted speech’s features withttledsvocal model audio of the speaker,
which can be modified when necessary.
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Chapter 1

INTRODUCTION

1.1problem definition

Banks in Palestine are suffering from technical;nage mental, economical and
communicational problems. The technical side méacis of services for clients who are
interested in remotely querying, these queries beagimple and easy and needn’'t many
efforts but client must go to bank to get suchiimfation and services. Suppose that client
is in the middle of any deal and cannot leave custs then must go to the bank to get the
needed information ( e.g. his account balance aeditctransferring), in this case he may
lose the deal.

Another client goes to the bank for a one minuteedure, many times in this case he
waits in long queue, especially in the salary aaglperiod here he will spend 2 -4 hours.
Employees (bank customers) may suffer a lot in efbicient cashing (lack of money) as
result of this serious problem they can't buy wihat need of different goods so this will
effect on the selling-buying movement in the whalea then will cause a country
economical parallels.

As a result of these problems the social situaitioime country will be badly affected,
that is to say because of the delayed salariedgpeollive in financial distress. This leads
to trust issue; clients may stop trusting theirksaand their policies because it seems that
the bank systems and policies are not made todmprelief customers but they increase
their suffering and effect the country economy aratiistry.

No doubt that this serious social and economiclprob cause unemployment and crime in
the Palestinian society.

On the other hand many people think that Visa Caay solve most of these
problems, even if it can solve some of them bwlsb brings a lot of more complicated
financial problems. It's important to mention tkia¢ VC have been spread among a limited
category in the Palestinian society, even big neamthdon't deal with VC.
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No doubt that what we are hearing or watching ovi about manipulations and tricks
including VC and it's high taxes.

The traditional checks system (paper) is useles$ also containing a lot of
disadvantages like reversed checks and fake ondese without balance, absolutely this
system is not successful with lost checks or stolees because if they are signed directly
cashed, also paper checks easy to be damaged.

Personal Identification Number (PIN) code whickaifour digits can be forgotten or
easily stolen, many customers keep PIN data wstldébit card (as written on paper and
inserted in the cover of card) , so when this castolen or lost the PIN goes with it.

1.2Mobile Commerce

Mobile Commerce, also known as M-Commerce or mCorogjeis the ability to
conduct commerce using a mobile device. such ashalenphone (cell phone), a PDA, a
smartphone, or other emerging mobile equipment sisctiashtop mobile devices. Mobile
Commerce has been defined as follows: "Mobile Cormamés any transaction, involving
the transfer of ownership or rights to use goodd services, which is initiated and/or
completed by using mobile access to computer-medliiaetworks with the help of an
electronic device. [1].

Mobile banking (also known as M-Banking, mbanki&S Banking etc.) is a term
used for performing balance checks, account tréiossc payments etc. via a mobile
device such as a mobile phone or Personal Digitsistant (PDA). Mobile banking today
(2007) is most often performed via SMS or the Mebiiternet but can also use special
programs, called clients, downloaded to the mateece.

Mobile business is any activity conducted overielss telecommunications network
or from mobile devices. This includes businessustamer (B2C) and business to business
(B2B) commercial transactions as well as the temnsf information and services via
wireless mobile devices. [2].

1.3 Technologies for Mobile Payments

The mobile technology landscape provides varicssipilities for implementing m-
payments. Essentially, a GSM mobile phone may semdceive information (mobile data
service) through three possible channels — SMS,DUG&SWAP/GPRS. The choice of the
channel influences the way m-payment schemes apemented. Secondly, the m-
payment client application may reside on the phamelse it may reside in the subscriber
identity module (SIM). We briefly describe NFC tecihogy as another possibility.

1.3.1 Short Message Service (SMS)
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This is a text message service that enables shessages (140-160 characters) that
can be transmitted from a mobile phone. Short ngessare stored and forwarded by SMS
centers. SMS messages have a channel of accelerte different from the voice channel
[6]. SMS can be used to provide information abd $tatus of one’s account with the
bank (informational) or can be used to transmitnpayt instructions from the phone
(transactional).

1.3.2 Unstructured Supplementary Services Delivery (USSD)

Unstructured Supplementary Service Data (USSR) tischnology unique to GSM. It
is a capability built into the GSM standard for pag of transmitting information over the
signaling channels of the GSM network. USSD providession-based communication,
enabling a variety of applications. USSD is sessiomented transaction-oriented
technology while SMS is a store-and-forward tecbgg! Turnaround response times for
interactive applications are shorter for USSD tBaS [70].

1.3.3 WAP/GPRS

General Packet Radio Service (GPRS) is a mobike skatvice available to GSM users.
GPRS provides packet-switched data for GSM netwdB8RS enables services such as
Wireless Application Protocol (WAP) access, MultdieeMessaging Service (MMS), and
for Internet communication services such as enmall World Wide Web access in mobile
phones.

1.3.4 Phone-based Application (J2ME/BREW)

The client m-payment application can reside on the mobile phone of the customer. This
application can be developed in Java (J2ME) for GSM mobile phones and in Binary Runtime
Environment for Wireless (BREW) for CDMA mobile phones. Personalization of the phones can
be done over the air (OTA).

1.3.5 SIM-based application

The subscriber identity module (SIM) used in GSMbiteophones is a smart card i.e.,
it is a small chip with processing power (intelige) and memory. The information in the
SIM can be protected using cryptographic algorithemsd keys. This makes SIM
applications relatively more secure than clientliappons that reside on the mobile phone.
Also, whenever the customer acquires a new hamdgthe SIM card needs to be moved
[7]. If the application is placed on the phonegavrhandset has to be personalized again.

1.3.6 Near Field Communication (NFC)
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NFC is the fusion of contactless smartcard (RFIBJ a mobile phone. The mobile
phone can be used as a contactless card. NFC dnalidmes can act as RFID tags or
readers. This creates opportunity to make innogasigplications especially in ticketing
and couponing [8]. The ‘Pay-Buy Mobile’ project tahed by the GSM Association
(fourteen mobile operators are part of the indtitargets 900 million mobile users with a
common global approach using NFC [9].

1.3.7 Dual Chip

Usually the m-payment application is integratedittie SIM card. Normally, SIM
cards are purchased in bulk by telecom companiédhen customized for use before sale.
If the m-payment application service provider hasvtite an m-payment application in the
SIM card, this has to be done in collaboration with telecommunications operator (the
owner of the SIM). To avoid this, dual chip phores/e two slots one for a SIM card
(telephony) and another for a payment chip candamigial institutions prefer this approach
as they can exercise full control over the chip #re mobile payment process [10]. But,
customers would have to invest in dual chip mothdeices.

1.3.8 Mobile Wallet

A m-payment application software that resides @nrttobile phone with details of the
customer (and his or her bank account details extitcard information) which allows the
customer to make payments using the mobile phooallisd as a mobile wallet. Customers
can multi-home with several debit or credit paymiastruments in a single wallet. Several
implementations of wallets that are company-specifire in use globally. See
blazewallet.com.

1.4Biometric authentication

Biometrics is the science and technology of meaguand analyzing human body
characteristics such as fingerprints, retina veipatterns, irises, voice patterns, facial
patterns, and hand/finger measurements for autiaioin or identification purposes. As
the "state-of-the-art biometrics excellence roadhsgebar indicates, authentication by
biometric verification is becoming increasingly amon, and biometric technologies are
beginning to appear in many facets of everyday[8fe

Voice recognition or speaker recognition is thenpating task of validating a user's
claimed identity using characteristics extracteohfrtheir voices. There are two major
applications of speaker recognition technologies mi@thodologies. If the speaker claims
to be of a certain identity and the voice is useddrify this claim, this is called verification
or identification.

On the other hand, identification is the task efedmining an unknown speaker's
identity. In a sense speaker verification is arhigkch where one speaker's voice is matched
to one template (also called a "voice print" or iteo model) whereas speaker
identification is a 1:N match where the voice isnpared against N templates.

4
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From a security perspective, identification idatiént from verification. For example,
presenting your passport at border control is #igation process - the agent compares
your face to the picture in the document. Convgrsepolice officer comparing a sketch of
an assailant against a database of previously deci@th criminals to find the closest
match(es) is an identification process.

Speaker verification is usually employed as aélgagper” in order to provide access
to a secure system (e.g.: telephone banking). Tisgseems operate with the user's
knowledge and typically require their cooperatiSpeaker identification systems can also
be implemented without the user's knowledge to tiflemalkers in a discussion, alert
automated systems of speaker changes, check &rasuslready enrolled in a system, etc.

Speaker recognitiorsystems fall into two categories: text-dependentd d@ext-
independent.

If the text must be the same for enroliment amifigation this is called text-dependent
recognition. In a text-dependent system, prompiseitner be common across all speakers
(e.g.. a common pass phrase) or unique. In additioe use of shared-secrets (e.g.:
passwords and PINs) or knowledge-based informatwnbe employed in order to create a
multi-factor authentication scenario.

Text-independent systems are most often usedgaker identification as they require
very little if any cooperation by the speaker. irstcase the text during enroliment and test
is different. In fact, the enrollment may happethaut the user's knowledge, as in the case
for many forensic applications. As text-independechnologies do not compare what was
said at enrollment and verification, verificatioppdications tend to also employ speech
recognition to determine what the user is sayingapoint of authentication [4,5].

1.5COMET

Concurrent [67] or Collaborative [47] Object Mdidg and architectural design
mEThod COMET is a design method for concurrentyilisted, and real-time system.

The development process for COMET method is aeatlgriented software process,
which is compatible with the Unified Software Demeinent Process (USDP) [68] and the
spiral model [69]. The COMET object-oriented softevdife cycle model is a highly
iterative software development process based arthadise case concept. The figure 1.1
shows this lifecycle as a block diagram.
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Figure (1.1): COMET object-oriented software lifecycle mode

1.6 Motivation

In this thesis, we can conclude our contributian in
1. We proposed a new approach of mobile commerce, cn@abit Mobile.
2. We introduced a new type of electronic Cheque, mbsodt Cheque.

3. We introduced a new algorithm for soft Cheque o#flverification, depending
on a new proposed structure of mobile digital Geste.

4. We modeled our banking and payment system using EDMethod.

5. We designed, and implemented speaker verificatimming completely on
mobile devices, non-distributed system in J2ME.

6. We implemented three methods of the natural algorfunction in J2ME, all of
them are faster than traditional java implementatiand they have high
accuracy.

1.7 Thesis outline

The remainder structure of this thesis as follows:

chapter 2 Related literaturereview: gives an overview of mobile banking, and payment,
and explores some biometric authentication tectgiesofor mobile devices.

Chapter 3 Proposed system:Strategies, Algorithms, and Specification: exptorand
explains in details our proposed system, noveltegias in mobile payment, a new
mechanism for speaker verification for mobile desicexisted algorithms for extracting

6
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speech features, and finally full specification afr system as system requirements
specification (SRS) document in IEEE format [67].

Chapter 4 System analysis modelin this chapter we modeled the complete system,
which reflects the problem domain, the system y@i®lmodel consists of static and
dynamic models, also composite state charts witldeloped.

Chapter 5 System design modelhe overall system architecture will be investgatand
described briefly, structuring system to subsystemd to concurrent tasks, others system
design details will be documented, and all necgssiagrams and descriptions that reflects
solution domain.

Chapter 6 Speaker verification system: implementatin, and experimental results for
speaker verification subsystem and natural logarithethod in three ways discussion.

Chapter 7 conclusion and future work.

www.manaraa.com



Chapter 2

RELATED LITERATURE REVIEWS

2.10verview

M-commerce is a natural extension of E-commerbe, wide ubiquity of mobile
devices opens new fields of business, creates ye®6 tof services, and attracts new types
of customers.

Most mobile financial applications are simply mlebiersions of their wireline
counterparts, but they have the potential to turmabile device into a business tool,
replacing bank branches, ATMs, and credit cardslditing a user conduct financial
transactions with a mobile device, anytime, anyeh&hese services fall into two broad
categories: mobile banking and mobile payments.

Mobile phone devices are targets for thefts arsi, lvhen using these devices as
business tools, many confidential data is storedhem, many business applications are
installed on these mobile phones. It is very damgerto keep all these data and
applications without protection. Studies have shdhet even though most of the cell
phone users are aware of the PIN security featune inan 50% of them are not using it
either because of the lack of confidence in it ecduse of the inconvenience. A large
majority of those users believes that an altereatipproach to security would be a good
idea [11].

2.2Mobile banking applications

Throughout Europe, The united states, and Asian@easing percentage of banks are
offering mobile phones access to financial and aetanformation. These banks enable
their customers to use their mobile devices to khrdances, monitor transactions, obtain
other account information, transfer funds, locatenbhes or ATMs, and, sometimes, pay
bills [12].
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The ICICI bank (icicibank.com) offers many mobbanking services, one of these
services is iMobile and iMobile mShop applicatioidobile offers a range of services in a
simple consolidated menu. Now you can make bankargsactions like funds transfer, bill
payment, balance enquiry, locate a branch, view lasi 5 transactions and much more.

iMobile is a rich client based application thatahboads instantly onto your mobile
phone and functions similar to any other mobileli@ppon menu. With its newer features,
smarter interface, quicker navigation and enhariaadtionality, iMobile is as simple as
ABC....

Now iMobile powered with mShop not only gives yawwonvenient banking solution,
but also gives the facility to purchase and paygfwwds or services using mobile phones.

Features of iMobile:

1. Banking using iMobile: With its proficient user interface you can now mi
payments, transfer funds, place request and admeddang information with just
single click on your Saving Accounts, Loan Accour@®@mat Accounts and Cre
Cards.

2. Itis Safe and SecureYou will need to enter your uniquedgit PIN every time yo
make a payment transaction. This PIN is selectegbbyat the time of registration.

3. iIMobile mShop: With the new mobile shop you can now recharge yonapaic
mobile number, book movie tickets with Book My Shdwook flight tickets witl
Make My Trip and much more in just few clicks.

iMobile mShop service is available for customersovettivated iMobile after 31
Jan 2010. In case you have activated iMobile betbee mentioned date, plei
upgrade theMobile application by clicking on the Upgrade aptiin the Optior
menu.

4. Continuous Updates Features and services are continuously updatedikg yot
ahead of the game always.

5. Higher funds transfer limit: It allows you to transfer funds any bank account, p
bills and do prepaid mobile recharge up to a nelaroed limit* of Rs. 50,0006el!
day.

6. Diversity of handsets:ICICI Bank is the only bank covering more than 658M
and CDMA handsets.

2.3Mobile payment applications

The term mobile payment refers to payment tranmatinitiated or confirmed using a
person’s cell phone or smartphone. These transeciiwlude such things as point-of-sale
(POS) purchases, transferring money to a persdmusiness, or purchasing a product or
service remotely. Mobile POS payments are also kn@s proximity or contactless
payments. Mobile proximity payments are usuallydiad using near field communication
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(NFC) technology. NFC is wireless technology thatdes data exchange between devices
that are within a distance of 10 centimeters [13].

In contrast, mobile remote payments are thoseaied and settled through a
combination of the cellular and associated paymetiorks. Like mobile banking, these
person-to-person, person-to-business, or busiwmeladiness payments typically rely on
either SMS text messaging or the web to executpdlgment.

2.3.1 Mobile Proximity Payments

Bay Area Rapid Transit (BART) offers a mobile seevdepending on Translink,
allows passengers to pay their fares using thebilmphones.

TransLink, a contactless smart card that contstioed value that can be used for fare
payments, had been launched in late 2006 on ACsitrdbumbarton Express, and Golden
Gate Transit lines [14]. It was introduced on BARIE Muni, and Caltrain in May
2009,[15, 16] and was renamed to Clipper card ib02BART had previously promoted
the EZ Rider card, a pilot program using similathteology. BART contracted with Cubic
Transportation Systems to replace all the faregatdsones that have smart card readers
installed[17],the figure 2.1 shows the TransLinkteyn distribution.

SFMTA BART =
wul lba 4=

Muni BART AC Transit
samilrans
mneeess  Caf 5
SamTrans Caltrain Golden Gate

N\

77

Figure (2.1): Translink system distribution.

Outside the united states, adoption of mobile actigss payments has been a bit
broader, especially in japan. NTT DoCoMo offersuanber of mobile phones with NFC
capabilities. DoCoMo has also reported that theeenzore than 200,000 NFC card readers
in japan (best 2008). To date, approximately 2dionilcustomers use these phones for
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debit

card transaction. In the future they willcalsse them as credit cards. Interestingly,

taxis in japan are also starting to install NFClexs.

2.3.2

Mobile Remote Payments

A number of initiatives have been launched to supmobile remote payments. These

initiat

ives offers services that enable clients andsumers to use their mobile devices to

pay their monthly bills, to shop on the internet ttansfer funds to other individual (P2P

paym

ents), and to “top off’ their prepaid mobilecagnts without having to purchase

prepaid phone cards.

In the case of mobile bill payments, Internet ghog, P2P payments, and “topping
off”, the processes involved in executing a tratisacare basically the same:

1.

2.

3.

4,
5.

6.

The payer initiating the payment sets up an accwaithta mobile payment service
provider (MPSP).

To make a payment, the payer sends a text messagenmand to the MPSP that
includes the dollar amount and the receiver’s neopiione number.

The MPSP receives the information and sends a medseck to payer, confirming
the transaction and requesting his or her PIN.

The payer receives the request on his mobile dardeenters the PIN.

When the MPSP receives the payer’s PIN, moneyaissterred to the third party’s
account (credit or bank account).

After the transaction occurs, the payment infororats sent to the payer’s device.

2.4Mobile Biometric Recognition applications

The Biometric technologies can be classified tgsplogical and behavioral as shown
in figure 2.2.

: I —
) S e

Biometric Technologies

land Geomet Facial Recognition

Figure (2.2): Biometric technologies classification
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There are many companies offer applications anthn@ogies for biometric
authentication.

241

Mobbeel (mobbeel.com)

Mobbeel provides biometric security solutionss(ivoice and signature recognition...)
for mobile devices. The targeted platforms are AidjriPhone, BlackBerry, Symbian,
Maemo, Bada and Windows Phone 7. The company offers technologies: Iris
recognition, and Signature recognition

a)

b)

Iris recognition: Mobbeel has concentrated its $fon the development of this
technology, specifically targeting current mobilevites and the wide range of
opportunities their features offer. With its teclogy, iris pattern acquisition does
not need a special sensor or infrared light inrttgbile device, it simply uses the
built-in camera. Most current smart-phones haveetamwith enough resolution
and sufficient technical specifications to allow this. The technology has been
specially designed to be able to perform the whetmgnition process, from the
initial capture of the eye, through the acquisitainthe biometric iris pattern and
final identification of the individual. The techrgly is capable of processing all the
information, taking into account that the sampleghihbe very different. The
sophisticated algorithms allow the samples to bieertain a non-controlled
environment by the mobile device's built in camendyere the environmental
conditions (no special light, different places alstances to the eye, etc) may have
had a major impact on the outcome. The technoldggy\morks within client/server
architecture, where the client (mobile device) sedijust as a capture device and
the server receives the sample taken by the clibraugh a secure channel, and
performs the recognition process.

Signature recognition: Mobbeel has chosen the entatognition model as the
fundamental approach in the development of thisrtelogy. its implementation of

the online model is much more reliable than théirffmodel, since it is not only

based on the final result of the signature but ds® behavior patterns of the
signature itself (strokes, speed, pressure, tin®, &his significantly raises the

level of security and reduces the chances of fgrdemworks with the vast majority

of touch screens and adapts to individual handsatacteristics, being a highly
configurable technology. As with iris recognitiaine technology works perfectly

isolated on a mobile device, performing the captprecessing and identification

independently. It is also suited to a client/semehitecture where the device just
captures the signature and sends it to the sdiverygh a secure channel, for the
enrollment or identification process.
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Chapter 3

PROPOSED SYSTEM: STRATEGIES,
ALGORITHMS, AND SPECIFICATION

3.1overall description

we assume that there is an organization is resplensf managing banks, deploying a
mobile application to customer’s mobile, and signitnwith its certificate authority server.
This organization is connected with Banks’'s networkith distributed networks, each
bank’s network contains complete data about itdocners to improve performance by
locality concept.

The Mobile Banking System has two active actoréeBahd buyer, both will be appear
as a single actor in use case diagram shown inefigLy, buyer sends Soft Cheque from his
mobile phone to seller's mobile via Bluetooth lirgéter that Seller go to bank to cash the
Cheque, bank server sends instructions to his eaill displays them on a instruction
screen, bank’s customer connect to bank serveaannection link like GPRS, WIFI,
WAP and others, can query his account balance barhe his mobile with soft money,
Bank server has a Mobile information server to keepessary data about customer’s
mobile phones.

In figure 3.1 the overall of the organization’s\s&s, main server, certificate server,
D.B server, and mobile information server. Netwelkuds connect organization system
with banks side.

A bank side is shown in figure 3.2 as a M-commeyeevers cluster, connection links
include WIFI, internet, and Bluetooth connectianchshing of soft Cheque an instructions
screen is needed.

The servers cluster is shown in figure 3.3, Welveseto host banking mobile service,
and to reply to clients’ requests.
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3.2Debit mobile specification

Debit mobile is a mobile phone device that containsapplication or software, this
software has a balance, which is charger from ouste bank, which is a member in an
organization that deploys and signs the mobileiegipbn. This debit mobile can be used
as a payment method instead of a cash in purchases.

Debit mobile is protected using a biometric autieation (here voice print), the query,
charge mobile and discharge mobile operations ansactions require personal
identification number (PIN) and likes automatitelemachine (ATM) this authentication
is needed for every transaction. Because to competvious transactions, there is a
connection needed to bank server, the name ofntbisile system in performing one of
these transactions is online debit system.

In another way these three transactions must iecladsynchronization operation
between the debit mobile balance and that storduhok’s database.

Synchronize transaction : A synchronization between this debit mobile balance and corresponding
one in bank server.

Synchronize transaction server process

Waiting for a request
Incoming synchronize request
Begin:

Initialize float db=0.

Extract request message fields:

A#= Account number field value;

db= debit mobile balance field value;

md= modified date field value;

mt= modified time field value;

select account where account number=A#;

request mobile account branch

if (md after last modified date or mt after lastdified time ) then
a. Cheques balance= mobile balance-db;

mobile balance=db:;

last modified date=this.date;

last modified time=this.time;

account balance=account balance-cheques balance

©ooNOTOMODNE

®ooo

10. End if

End

Query transaction: Mobile requests bank server to get balances tHahgeo an account
associated to this debit mobile .
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Query mechanism: After bank server receives a query transactionesyj it redirects the
request to Query Account Transaction Manager, whegtracts account number and
requests data from corresponding account withrthimber. We add to traditional account
object a tag called status, if status’s valueus then there is a mobile account branch, and
bank server replies with two balances: primary ambile balances, if tag is false then
there is no mobile account, and bank server repliéls just one balance which is the
original account balance.

Query transaction server process

Waiting for a request
Incoming query request

Begin:

End

PwnNpRE

Initialize float O=0; M=0; and P=0.
Extract account_number A#
Select account where account_number=A#;
If(status==true) then:
a.Request mobile account branch
i M= mobile balance;
b.Request primary account branch
i P=primary balance;
Else then:
c. O=account balance;
End if
Return O,M, P;

Charge transaction: Charging debit mobile with a new balance or adding an amount of balance to

exist one.

Charge transaction server process

Waiting for a request

Incoming charge request

Begin:

o s wWwDN e

Initialize float db=0.

Extract request message fields:

A#t= Account number field value;

charge= debit mobile charge field value;
select account where account number=A#;
if (status ==false ) then

a. Create mobile account branch (balance=0)

17
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b. Create primary balance branch (balance=account balance)
7. Endif
8. request mobile account branch

a. mobile balance=mobile balance + charge

b. last modified date=this.date

c. last modified time=this.time
9. request primary account branch

a. primary balance=primary balance-charge

End

Discharge transaction: Remove debit mobile balance.

discharge transaction server process

Waiting for a request
Incoming discharge request
Begin:

Initialize float discharge=0

Extract request message fields:

A#= Account number field value

discharge= debit mobile discharge field value;
select account where account number=A#;
remove mobile account branch

remove primary account branch

account balance=account balance + discharge

L 0N U R WDNE

status=false

End

3.3Soft Cheque

We designed a soft Cheque as the way of transfemegn between P2P to be
compatible with international general format, ared dpecialized with banking system of
Palestine. The soft Cheque has the three partsléfeBody, and Tail.

Part.1 The Header which stores the digital certificatenafbile that edited the Cheque
(buyer), the size of digital certificate is abouKR.

Part.2 The Body, which stores the actual Cheque informadiod tags and consists of:

e Bank ID: which consists of 5 decimal digits, 2 for bank mem and 3 for branch
number.
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* Account number: which consists of 11 decimal digits, 7 for accou@ntification its
self in this bank and 4 for account type identtiica.

e Cheque number:which consists of 8 decimal digits.

» Cash date:which storing the cash date which is the time stafpansferring this soft
Chequeupsing ISO 8601 of year 2004 [18], we choose Caleddte with YYYY-MM-
DD format Example: 2003-04-01 represents the fiest of April in 2003.

« Amount: is used to store the amount of this Cheduexause this value can be real
number with fraction, a double format will be u3ée representation of the specified
floating-point value according to the IEEE 754 flag-point [19].

Part.3 The Tail which is used for storing the digest & Body content for security issues.

3.4Security

Our proposed debit mobile system is a form of tywets of debit system: online debit
system for banking service part, and offline degtem for payment part.

Offline debit system

In many payment situations no connection to bamieseor to trusted third party is
available to approve the soft Cheque. So offlingitdgystem is used, we choose the digital
certificate as an offline debit system technology.

A certificate is a piece of information that prowbe identity of a public-key’s owner.
Like a passport, a certificate provides recognipeabf of a person’s (or entity) identity.
Certificates are signed and delivered securely byyusted third party entity called a
Certificate Authority (CA) [21, 22, 23].

Our CA is the organization itself, each mobile &milon is distributed by the
organization must be signed. Mobile debit whichalied on a customer’s mobile phone is
a J2ME MiDlet. A MiDlet is an application that usése Mobile Information Device
Profile (MIDP) of the Connected Limited Device Cignuiration (CLDC) for the Java ME
environment [20].

To sign a MIDlet, we must have sun java 2 SDK oEJRnd sun wireless tool kit
(WKT), the sign scenario is a three necessary steps

1. Generate public/private key pairs
2. Generate Certificate Signing Request (CSR) and gubta CA
3. Sign the MIDLet with the certificate

Now the debit mobile contains a certificate thgnsid from CA organization ‘s server,
this certificate will be included in each soft Chechat is generated from a debit mobile.
This certificate which signed from our organizatmontains many fields like:

1. Mobile IEMI.
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Mobile public key.

The certificate start date.

The certificate expire date.

The organization CA'’s signature of this certificétfee organization encrypts the
customer’s certificate digest with its primary key)

akrown

To be sure, the certificate of a debit mobile i$ altered, it is digested using a hash
algorithm [24, 25, 26, 27, 28, 29], and this digesstencrypted with an organization’s
private key, which corresponding public key is &lale to all debit mobile, by an
authorization security mode on Bluetooth devicejeaice can request remote mobile’s
IEMI .

The certificate validation process contains:

1. Validity period of the certificate.

2. The certificate ownership using IEMI match.

3. The certificate has been signed with CA organizegiserver.
4. The certificate has not been altered using digestrtique.

So consider a scenario where a buyer wants traasgaft Cheque to s seller's debit
mobile, to secure transfer the two debit mobilestuse link level enforced security mode.
Buyer asks to get seller’s certificate CerS, aféeeiving it, he requests the seller's IEMI (
S _IEMI) and processes previous four steps of ation process, after validation is
completed successfully, he creates the Bodyfbiiteque data (see section 3.2) then the
buyer digests the soft Cheque to create SCDigedt=¢heque].snand signs it with his
private key prkB and inserts encrypted digest [SfeBi},«s at the Tail of soft Cheque ,
after that he appends his certificate CerB at thader of soft Cheque, buyer’s debit mobile
sends soft Cheque to seller’s debit mobile.

Seller receives the soft Cheque, after that heaetdrthe buyer’s certificate and the
original soft Cheque digest SDigest and compavétit the digest of received soft Cheque

to ensure that the soft Cheque was not altered.ddrB is verified too with validation
process, the next sequence diagram (figure 3.4ysbaefly this scenario.
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Figure (3.4): Transfer soft Cheque scenario.
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In the same way the certifications is validatewsein customer’s debit mobile and
bank server in cash Cheque transaction, when hagaking is completed, the soft Cheque
SC is accepted and received on bank server sideaube the soft Cheque editor (Buyer's
debit mobile) is a member of bank’s customers,lthek server extracts IEMI code and
account number from received soft Cheque certdicadmpare them with data stored in its
mobile information database.

3.5Speaker verification system

A speaker recognition/verification process consigts main steps: features extraction,
and features matching.

Feature extraction is a special form of dimensionality reduction, ather words
convert the speech waveform to some type of paraamepresentation [30].

To select the proper one algorithm for featureaetion, we search about a one that can
be implemented effectively to work on a mobile d@eviThe mobile phone is a personal
device, so we need to develop a speaker verificather than a speaker identification,
because the last one needs more computation amdosgtore all data speakers[30], note
that we will develop a system for speaker verifmatvorks completely on mobile device.

In another hand we choose our system to be teependent rather than text-
dependent, which gives more flexibility and usendt forced to remember a phrase[31].
Any speaker verification system is a closed-seatesall speakers are known.

In digital processing of speech signals there aaayralgorithms developed for feature
extraction purpose like: Linear Prediction Codind’C) [32], Mel frequency Cepstral
Coefficients (MFCCs) [33], Perceptual Linear Potidn (PLP) [34].

There are attributes must be in the extracted featto be considered desirable for
speaker recognition automatic system [35] as:

» Occur naturally and frequently in speech
» Easily measurable
* Not change over time or be affected by speakeiddtie

 Not be affected by reasonable background noise degend on specific
transmission characteristics

* Not be subject to mimicry

For more than three decades the MFCC algorithinegbpular one for extract speaker
features[36][37][38] and became a standard algoritior this purpose especially for
mobile devices as The European Telecommunicatidasd8rds Institute (ETSI). All of
these reasons motive us to choose MFCCs algorithraxtracting speech signal features.
MFCCs as the most spectrum techniques is the nifsttige in automatic speaker
recognition system.

MFCC algorithm has a processor which is shown itofang block diagram (figure
3.5), which consists of following steps:
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* Frame blocking

* Windowing using hamming window

» Discrete Fourier transform using Radix-4 Fast Feruriansform (FFT)
* Mel-frequency wrapping by Mel frequency spacecfibbanks

» Cepstral Coefficients

Continues speech

Discrete Fourier

Mel-frequency

Cepstral

AN Ry

MEFCCs

Figure (3.5): MFCC processor block diagram.
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Features clustering: we successfully extracted 18 MFCC features, whiokams
hundreds of records with 18 attributes, this stll$ot of data, but by adding additional
block in speaker verification system we can redheeamount of data by clustering it, this
means increasing in insert voice print process t{in@ning) that happens once when
deploying and installing the application on mobdevice versus decreasing in login
process time (testing) that happens each timerastes# the application.

To clustering MFCCs features we compress them lgdr&€uantization VQ technique
which is effective and shown high performance iral®r recognition field [39]. To
implement the VQ technique we are using Linde, Buzo A., Gray, R. M (LBG)
algorithm [40], which is shown in figure 3.6.

Find Centroid PN
ves
Split each centroid h

: A

m=2*m

~

Cluster Vectors

v

Find Centroid

Y

Calculate distortion (D)

A
no

D'=D —(@DD)<d =

ves
|-——————

Figure (3.6): LBG algorithm flow chart diagram.

Features matching: when a user login to the application his speecleatures
compared with stored features that clustered usiBG@ algorithm, in fact the features
matching is the verification part, where MFCCs d&imant speaker compared with
clustering vectors that forms the only model stavaanobile phone.

The verification task is a statistical hypothesesting [41] problem that can be
formulated as follows. Suppose that the unknowrakge produced an utterange and
claims to be a persdd The two opposite hypotheses are:

{HO : X was produced by S (3.1))
H;: X was not produced by S, '
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and the verification engine must choose one of tteebe true.

Suppose for a given moment of the time that thelilkbods of both hypotheses are
known. In this case, the likelihood ratio [42] gsvehe optimal decision in Bayes sense
(minimum risk classification) [42, 43]. The decisinule is then

. (Ho, if LRy, 4 > O
Decide . o 3.2
{Hl, if LRy, y, < O ((3.2))

where LRH0 H,y IS the ratio of the likelihoods of the two hypotheses, and Os is a decision threshold
for speaker S. The thresholds ©; are determined from the training data so that a desired balance
between false acceptances (FA) and false rejections (FR) is obtained. The threshold can be global
for all speakers, or it can be speaker-depended [44].

The data for speaker verification is obtained i fitrm ofacoustic feature vectorxi
extracted from real speech utterances.

In the enrollment phase, a speaker maddtained from the training vectors. In the
verification phase, the input utterance is firstwerted into feature vectors, which are then
used for estimating the likelihoods of the two hymsedH, andHj.

The likelihood of thenull hypothesis blis estimated by matching the vectdts {xi}
against the claimed speaker’'s mo&elwhich is intuitively reasonable. Suppose that the
probability density of the claimant’s feature vestp(x|S is known; in this case, the
matching is carried out by computing the likelihopX|S under some simplifying
assumptions (independence of the test vectorgedlity, due to finite amount of training
data, the densities are only estimates of theungerlying distributions.

The estimation of the likelihood of thadternative hypothesis Hs considerably much
harder. Estimating this is equivaldntsolving what is the likelihood thahyone else in the
world (exceptS) producedX. In speaker recognition communitjpere have emerged two
main approaches for modelinige alternative hypothesis [45], so-calledrld modeland
cohort modehpproaches.

The world modeW (background modeuniversal background modedlobal speaker
mode) is a large model that aineharacterizing all possible speakers and speakintgxts
of the “world”. It is trained from a large amount (seal hours)of speech data from a
variety of speakers. Estimating the likelihoodHafthen translates simply to computing the
likelihood p(X|W) similarly as with the client model.

The second approach for estimating the likelihobdHpuses the concept abhort
models [46]. Rather than modeling theshole world, cohort approach uses a small

representative set afhodels, calledcohort set Individual cohort models’ scores are
obtained and combined e.g. by averaging.
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We use in our verification system a threshold dista that if feature vectors (user
model) are close enough to that features belompimed speaker, close less than a given
threshold then claimed speaker is accepted elegeisted.

We use Euclidean distance as a distance measureamaht averaging cohort set
concept, we have the following equation, whereendize of cohort set, Eucdistanggant
is the distance between speaker model and thatactett from claimant, and
EucDistancenonis the distance between speaker model Srodort speaker model.

) 4

EucDistancelgiman
12" EucDistanlce ; i ((33))

n &i=1 cohort(i)

Ratio =

So if this ratio is less than a given thresholénticlaimant speaker is accepted, else he
is rejected.

3.6System requirements specification (SRS)

The use case of our system as shown in figureoB& actor named mobile user, any
usecase needs a bank connection includes validatedPidNSynchronize balance.

<<include>>

———————————— Query Account
’
/
’
,
~
~ 7(
7’ o
7 <<include>>
< ;
A > Charge Mobile
<<inclyde>> 7
’ <<include>>
/ he
,
’
N

PRGN
s . o
_~ " <<include>>
S
N

Synchronize

Insert Voice Print

Validate PIN <<include>>

Discharge Mobile

Cash Cheque
Check Balance
\
\
\

\
\

Do Payment

Receive Cheque

Send Cheque

-

\
<<include>> e
\

-

-
_ - Z<include>>

Generate Cheque

Figure (3.7): Banking and payment application usease diagram.

26

www.manaraa.com



Table (3.1): Insert voice print use case descriptio

USE CASE #

Al

USE CASE Name

Insert Voice Prir

ACTOR

Mobile Use

Purpose

Inserting a voice print of mobile user as speakeda

Overview and scope

When the Organization installs the system intosiaruner’s mobile phont
and user begins using it the system requires ingeaitvoice print.

Level

Primary

Preconditions

Postconditions

After speaker model is stored then system res

Trigger

User start mobile banking and payment applicatosrfifst time

Included Use Cases

Non

Extended Use Cases

Non

Actor Action

System Action

1. User run the applicatic

2. System records the backgrot

of

14

m

MAIN noise for 2 seconds and the power (
SUCCESSFUL this data is calculated. After that
SCENARIO system prompts user to speak.
3. User speaks with high voi
4. After about seconds, syste
calculates the power of real speaker
data, if this power is greater than th¢
noise power, the system extracts
speech’s features and clustering the
as code book.
Conditions Actions
UNSUCCESSFUL
SCENARIOS The speech power is low Prpmptuser to speak with high
voice
Frequency One time when deploying the application
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Table (3.2): Login use case description.

USE CASE # A2

USE CASE Name | -09in

ACTOR Mobile Use

Purpose Authenticate to mobile banking and payment sy

Overview and scope

Mobile user using his voice as biometric authetitice using speake

verification techniques.

Level

Primary

Preconditions

User voice print must be stored in mobile applar

Postconditions

After user was verified, system loads main

Trigger

User start mobile banking and payment applici

Included Use Cases

nor

Extended Use Cases

nor

Actor Action

System Action

1. User run the applicatic

MAIN
SUCCESSFUL

2. System records the backgrot

noise for 2 seconds and the power ¢

this data is calculated. After that
system prompts user to speak.

=

SCENARIO

3. User speaks with high voi

4. After about 6 seconds, syst

calculates the power of real speaker
data, if this power is greater than the

noise power, the system compares
characteristics of speaker data with
recorded voice print if close to it,
speaker verified and main menu is
loaded.

v

the

UNSUCCESSFUL

Conditions

Actions
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SCENARIOS The speech power is low Prpmpt user to speak with higt
voice
The speaker is not verified(le Promopt User to try again
than 4 times) P yag
The speaker is not verified for The application is blocked
times
Frequency Each time the application is star

Remainders use cases descriptions are in Appendi@yAtem requirement Specification
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Chapter 4

SYSTEM ANALYSIS MODEL

4.1Static model

In software engineering static model describes dfagic structural of system, that
reflects the problem domain [47]. In static moded use class diagram concept [48] to
define class’s attributes and relations betweemtlager in section 5.4 Class design we will
define the operations for each class, class diadmaild on UML is a powerful tool for
detailed description [49, 50].

4.1.1 static modeling of the problem domain

In real world there is an organization responsiiflenanage all banks and distribute
this modeled system, each bank has a group of enab@ounts, each mobile owns by one
customer, which has an account in the corresporiohingg, and one customer can has more
than one a mobile device, the physical mobile pheraeecomposition of a lot devices like:
Screen, keypad, Mobile User GUI, Bluetooth adaptdf;| adapter and Microphone. (See
figure 4.1)

1..*
1 Manages > | 1 H > 1.7
Organization 9 Bank as Mobile Account
Owns
1 1 1 1 1 1
l Screen ‘ l KeyPad ‘ l MobileUserinterfcae ‘ l BluetoothAdapter ‘ l WIF|Adapter ‘ l Microphone ‘

Figure (4.1): Conceptual static model for the pro#m domain: physical classes
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4.1.2 Static modeling of the system context

Problem Context Diagram is a diagram that strestuthe world into the system
domain, and the problem domain (which includes lemmbsub domains), and shows how
they are connected. It is not limited to the paftshe world that are directly connected to
the system. A problem context diagram shows whaté¢al world will be when the system

is running [51, 52, 53].

In figure 4.2 a mobile user interacts with Moldanking system via: a touchscreen as
input / output device which a new and a populahrietogy in mobile industry, keypad,
microphone and mobile user GUI. The system comnat@iavith others systems via
Bluetooth and WIFI channels.

Mobile
User

Figure (4.2): Mobile Banking System context classiaigram

<<entity>>
Organization

1

<<extemal /O
device>>
Screen

-

YI uts to
outputs 1

<<external input
device>>
KeyPad

1 to

inpsts N

<<external input
device>>
Microphone

1 inpi

<<system>>

MobileBankingSystem

“;

<<external user>>
MobileUser

to
1
interacts
with

N

outputs

PN

<<entity>>
1 VoicePrint

<<external I/O
device>>
BluetoothAdapter

<<extemal /O
device>>
WIFIAdapter

Organizes
1. v Maintains Compares
Bank Mobilelnfo Identifies .
1 4 <<entity>> Analysis <<entity>>
Has <<entity>> Authentication CapturedVoice
v SoftCheque A
b« A Reads
Identifies Via 1 P
P » . <<entity>>
<<entity>> <<entity>> * Updates MobileBalance
Customer PaymentTransaction 1
ow [ <<entity>>
ns + | MobileTransaction
v <« wodifies Updates
1..*
<<entity>>
Account
- - - <<entity>> <<entity>> <<entity>>
<<entity>> <<entity>> <<entity>> SeneChequeTrans | | DischargeTransact SynchronizeTrans
QueryTi on PINT! ion ChargeTransaction action ion action

<<entity>>
MobileAccount

<<entity>>
PrimaryAccount

Figure (4.3): Conceptual static model for the prol@m domain: entity classes
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4.1.3 Static modeling of the entity classes

In figure 4.3 the Organization organizes many Baelach bank maintains information
about many mobiles, also each bank has many cusipfoe each one there is an account
which is an aggregation from primary account andbitecaccount, mobile info is an entity
identifies all mobile transaction which a colleetimggregation from many transactions as
shown in figure 4.3, customer identifies paymeahsaction which has soft Cheque entity
as backbone, to complete payment process mobilaegpholds mobile balance as soft
credit using in generating soft Cheque.

Voice print is stored at system installation atebloyment on user’'s mobile phone,
after that it is using in login process by autheation, authentication analysis captured
voice to extract human speech features and thepa@a them with stored voice print.

The figure 4.4 contains entity classes with atitids, for example organization has:
organization name as string attribute, organizatidaress and organization ID.
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<<entity>>
DischargeTransaction

<<entity>>
PINValidationTransaction

accountNumber: Integer
dischargeDate: Date
dischargeTime: Time

startDate: Date
expirationDate: Date

<<entity>>
SynchronizeTransaction

<<entity>>
CashChequeTransaction

<<entity>>
QueryTransaction

<<entity>>
ChargeTransaction

accountNumber: Integer
mobileBalance: Real
primaryBalance: Real
lastChargeAmount: Real

accountNumber: Integer
chargeAmount: Real
chargeDate: Date
chargeTime: Time

<<entity>>
Organization

<<entity>>
Bank

balance: Real
lastDate: Date
lastTime: Time

chequeNumber: Integer
cashDate: Date

cashTime: Time

organizationName: String
organizationAddress: String

bankName: String
bankAddress: String

<<entity>>
Customer

<<entity>>
Mobilelnfo

organizationID: Real bankID: Real
- <<entity>>
<<entity>> MobileAccount
Account

customerName: String
customerAddress: String

bankID: String
mobilelD: String

accountNumber: Integer
status: Boolean

avail

checkingBalance: Real
modifiedDate: Date
modifiedTime: Time

ableBalance: Real

<<entity>>
MobileBalance

balance: Real
modifiedDate: Date
modifiedTime: Time

customerlD: String customerlD: String balance: Real
<<entity>> <<entity>> <<entity>>
PrimaryAccount MobileTransaction PaymentTransaction
balance: Real bankID: String chequeNumber: String
mobilelD: String date: Date
date: Date time: Time
time: Time ] transactionType: String
transactionType: String
PIN: String
status: String
<<entity>> <<entity>> <<entity>>
SoftCheque Authentication CapturedVoice

<<entity>>
VoicePrint

bankID: String
accountNumber: Integer
chequeNumber: Integer
amount: Real
cashDate: Date
cashTime: Time

# tries: Integer
distance: Real

Figure (4.4): Conceptual static model for the Mobi Banking system: class attributes

4.2 Object structuring

4.2.1 Major subsystem

In system requirement specification we definedteof use cases, part of them needs
user to enter PIN code, and needs a connectiomrik berver , we can group these use
cases in a subsystem called mobile client subsystgm client stereotype, second part
needs another identical peer to transfer data antplete payment process, so these use
cases can be grouped in second subsystem calletepagubsystem with peer stereotype,
third part stands alone, and these use cases neeatdsre its self-machine to complete its

capturedPeriod: Integer
capturedMedia: Audio
characteristics: Real []
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scenario these are: insert voice print and loga eases, which we grouped them in third
software subsystem called authentication with $h@6EP stereotype. The last subsystem
is a service subsystem called mobile banking sergigbsystem which is necessary to
complete mobile transactions and cash Cheque t@msa the structure of these
subsystems is shown in figure 4.5 .
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It is good to packaging use cases according thetiftnality of each subsystem, figure
4.6 shows a subsystem for example authenticatidodes insert voice print, and login use
cases, and the figure also shows the relationsdagtwse cases in deferent subsystem.
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<<subsystem>>
Authentication

Insert Voice Print

<<subsystem>>
MobileClientSubsystem

k<include>>

I

|

1

1

1

1

|

|
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| 1

1

1
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I
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1
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| <<include>>
I
I
1

1
<<include>>
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<<include>>

Client Validate PIN

<<include>>

Client Charge
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A@V

<<include>>

Client Synchronize

<<subsystem>>
MobileClient
Subsystem

<<subsystem>>
MobileClient
Subsystem

Figure (4.6): subsystem packaging of use cases

<<include>>

<<include>>

<<include>>

Server Validate

Server Charge
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Server Discharge
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Server Synchronize

.
<include>>
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Check Mobile

1
<<include>>

Generate Cheque

<<include>>

Send Soft Cheque

Receive Soft

Client Cash

4.2.2 Mobile subsystems object structuring: interface obgcts

The figure 4.7 briefly describes Mobile Systemeemal and boundary classes, our
mobile system interacts with the world with inputifout devices like: keypad, screen and

others, and communicates with user via Mobile Wsteraction object
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<<sftware system>>
MobileSystem

<<extemal /O qinputs fo [> 4| <<input/output>>
device>> Screen
Screen < ogtputs to Interface
<<external input qinputs o [> 1 <<input>>
device>> KeyPad
KeyPad Interface
<<extgma| 110 1 inputs to D 1 <<input/output>>
device>> WIFIAdapter
WIFIAdapter < outputs to Interface
<<external /O 1 inputs {o [> 1 <<input/output>>
device>> BluetoothAdapter
BluetoothAdapter < autputs to Interface
interacts . .
<<extemnal user>> 1 with B> 1| ssuser |n_teract|on>>
MobileUser MobileUser
Interaction
<<extemal system>> ;:omur.ucates [>1 <<proxy>>
External via BankingSenver
BankingSener Proxy
<<external input 1 inputs|to D1 <<input>>
device>> Microphone
Microphone Interface

Figure (4.7): Mobile subsystems external classes@imterface classes

4.2.3 Mobile Client subsystem object structuring: objectsn use cases

Given the preceding analysis, figure 4.8 showscthsses in Mobile Client subsystem
which are necessary for use cases accomplish. &dRlient control object is a state
dependent control, which controls the executioalldbusiness logics in use cases.
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<<client>>
<<subsystem>>
MobileClient

<<entity>>
Mobilelnfo

<<proxy>>
BankingSener
Proxy

<<entity>>
MobileBalance

<<input>>
KeyPad
Interface

MobileUser
Interaction

<<user interaction>>

<<state dependent
control>>
MobileClientControl

<<input/output>>
Screen
Interface

<<input/output>>
BluetoothAdapter
Interface

<<entity>>
MobileTransaction

<<input/output>>
WIFIAdapter
Interface

Figure (4.8): Mobile client subsystem classes

4.2.4 payment subsystem object structuring: objects in uscases

Given the preceding analysis, figure 4.9 showsctasses in Payment subsystem which are
necessary for use cases accomplish.

<<software>>
<<subsystem>>
Payment
<<entity>> <<entity>> <;g1yp;;>
SoftCheque MobileBalance Interface
<<user interaction>> <<state dependent <<input/output>>
MobileUser control>> Screen
Interaction PaymentControl Interface
<<input/output>> <<enti <<coordinator>>
entity>>
BluetoothAdapter PaymentTransaction PaymentEeerZPeer
Interface coordinator
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4.2.5 Authentication subsystem object structuring: objets in use cases

Given the preceding analysis, figure 4.10 showscthsses in Authentication subsystem
which are necessary for use cases accomplish.

<<software>>
<<subsystem>>
Authentication

<<input>> . <<input>>
Microphone T/Z?Q:;’yr;: KeyPad
Interface Interface
<<user interaction>> <<state dependent <<input/output>>
MobileUser control>> Screen
Interaction DSPControl Interface

Figure (4.10): Authentication subsystem classes
4.2.6 Banking server subsystem object structuring

Several entity objects are in bank server subsyst@d need to be accessible from any
mobile which its info resides in mobile informati@erver, but the most entities like:
Customer, Account, Mobile Account and others standd-Commerce server.

Business logic objects at the server are neededefme the business specific
application logic for processing client requedts IMobile Transactions objects.

4.3Dynamic Modeling
4.3.1 Message sequence description for create voice prinse case

The create voice print use case happens at iim&t Wwhen application just has been
deployed, first DSP control object received a retjtieat start test environment, then DSP
control notifies microphone interface to capturésapthen microphone interface prompts
microphone to start record about 2 seconds, inptetface for microphone device keeps
recorded stream on entity Captured Voice.

DSP Control object requests Power Estimation &lgor object which is responsible
of estimating the signal’s power, after Power eation returned power value to DSP
control object DSP update threshold Power valug.5otimes the noise power value, and
the last object sends talk message to user inienaobject Mobile User Interaction that
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prompts user to press start talk button and imntelgid®egin speak, microphone start again
recording and after 8 seconds stop.

As previous DSP control redirect recorded streélaat was stored on Captured voice
entity object to Power Estimation algorithm objeadter calculating power DSP checks if
human speech signal has enough power higher thashibld Power value, if no DSP
object sends talk again with higher voice to Molilger Interaction object which prompts
user to speak again with higher voice, and agaicraphone records the speech and the
signal’s power is calculated.

when the power is enough, DSP object redirectstapa signal to MFCC Processor
algorithm object, MFCC Processor object extractsO@Features of signal and returns
them to DSP control object, now is the turn of VIQoaithm object to cluster MFCC data
to reduce its size, after successfully generatodedook DSP object stores the code book
as Voice Print entity. (See figure 4.11).

<<DSP>»
<<subsystem=>
Authentication <=entity=>
CapturedVoice <<algorithm>>
PowerEstimation
2.5: Audio Stream - :;, ~ | A7 Ao sional
- R S 1.7: noise signat-—"
) .g-Povier threshold
2 Record(g) =i L 3 2.2 Capture voice ~2.8: signafs power
-~ e
= .3 Record(2) = 7 = = ..
<<external input P <<input»> 12 Coptrenons <<state dependent 28 Speach Data oot
device=> Microphone control=> MfCCgProc o
Microphone —_ Interface DSPControl <
2.10: MFCC features

114: noise Data
24 Audio Data ]

. B1: MFECC features

5 S 2o S
2.1: Create Voiceprint a1 Stuje CUUSBDOI‘{
= - f .

2)trigger start talk 1.1: Test envirenmeni

1] trigger Insert S T

WoicePrint /'_ ‘ . ;\ "-d_i e
L ] SN S L) il jon== T x i 212 Cluster: afa-.
E_‘ﬁ\zgi\'d;;f UE-;!I-JETI‘::L?;;?” < 12 Walt <<entitys> éﬂ\-\ ~.|  «<algorthm>>
e Lol = " z : va
KeyDisplay et Interaction 1.9: Talk VoicePrint

1.2.p:1: Prompt ueer
to wait

1.10:
Display =tart talk button
Prompt user to talk

Figure (4.11): collaboration diagram: Create voicerint use case

4.3.2 Message sequence description for Login use case

The Login use case happens each time applicaitmunched, first DSP control object
received a request that start test environmenty tB8P control notifies microphone
interface to capture noise, then microphone interferompts microphone to start record
about 2 seconds, input interface for microphoneicgekeeps recorded stream on entity

Captured Voice.
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DSP Control object requests Power Estimation &lgor object which is responsible
of manipulate signal to spectrum one and estimatgep of it, after Power estimation
returned power value to DSP control object DSP tegpttaeshold Power value to 1.5 times
the noise power value, and the last object seridsntassage to user interaction object
Mobile User Interaction that prompts user to prEsst talk button and immediately begin
speak, microphone start again recording and afs&cénds stop, as previous DSP control
redirect recorded stream that was stored on Captumce entity object to Power
Estimation algorithm object.

After calculating power DSP checks if human spesghal has enough power higher
than threshold Power value, if no DSP object s¢alétsagain with higher voice message to
Mobile User Interaction object which prompts useispeak again with higher voice, and
again microphone records the speech and the ssgoaier is calculated.

when the power is enough, DSP object redirectstapa signal to MFCC Processor
algorithm object, MFCC Processor object extractsO@Features of signal and returns
them to DSP control object, DSP Control object esfist EU Distance algorithm object to
calculate the ratio, EU Distance algorithm objexeives MFCC features from DSP object
and using data stored in entity objects Voice Pdantd Cohort Speaker to complete
calculating ratio process.

when EU distance object finished returns the ratine to DSP Control object, DSP
object check if the received ratio less than tleghold Distance if no notifies speaker that
his voice has been not recognized and prompts tsespeak again after three
unsuccessfully login the application is blockedhi¢ calculated ratio is less than threshold
Distance value the user successfully login andrieen menu will be appeared. (See figure
4.12).

<<DSP>>
<<subsystem>>
Authentication

<<entity>>
CapturedVoice <<algorithm>>

PowerEstimation

2.7: Audio signal

1.7: noise si

. 1.8:Pow er threshold
1.6 noise

<<external input
device>>
Microphone

.3: Record(6)

2.5: Audio Stream
1.5: noise Stre;
2.§: Record Data

.3: Record(2)

<<external user>>
:MobileUser
KeyDisplay

4: noise Data

<<input>>
Microphone
Interface

2.2: Capture voice

1.2: Capture noise

2.8: signal's pow er

4: Audio Data

2] trigger start talk

11 trigger Login

2.1: Login

1.1: Test environmey

—_—

1.2.8.1: Prompt user

<<user interaction>>
:MobileUser
Interaction

to wait

1.10:
Display start talk button
Priompt user to talk

2.16: |Load main menu

1.2.a: Wait
1.9: Talk

2.15: [D<threshold]
login succeed

<<state dependent
control>>
DSPControl

2.9: Speech Data
<<algorithm>>

MfCCProcessor

<
2.10: MFCC features

N 11: Calculate Ratio
2.14: Rati

<<algorithm>>
EUDistance

2.12: Get Da 2.12a: Get Data
2.13a: codeBool N
3. codeBook

<<entity>>
VoicePrint

<<entity>>
CohortSpeaker

Figure (4.12): Collaboration diagram: Login use cas
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4.3.3 Message sequence description for Mobile client: Vialate PIN use case

The client validate PIN use case starts when malskr chooses bank option from
main menu, first the Mobile Client Control objeeinsls Get PIN message to Mobile User
Interaction (message 1.1) which prompts user terirBIN (message 1.2).

Mobile User Interaction receives PIN(message 2) madirects it to Control object
(message 2.1) which requests Mobile Info entityeob{message 2.2) and gets Mobile ID
(message 2.3), then the Control object sends PéNViobile ID data to Mobile Transaction
entity object (message 2.4), then the last ent#gtes PIN validation transaction and sends
it to Mobile Client Control object (message 2.%en the Control requests Banking Server
Proxy object which is a Software object that irdeds to and communicates with an
external system or subsystem, and hides the dethitiow” to communicate with the
external system (message 2.6), communicates witkrred subsystem Mobile Banking
Service and gets result which contains validityifd@IN is correct or not, if correct Mobile
Banking Service reply with Account number, then finexy reply to Mobile control with
result (message 2.7) as shown in figure 4.13.

<<client>>
<<subsystem>>
MobileClient

<<entity>> <<entity>>

Mobilelnfo 24PN, MobileTransaction

Mobile ID

' 1" 22 Mobie 25: PN
23; Noblle D Request / Vadation
Transaction

1.2 PN Prompt . 26: Validate -
1.1: Get PIN v PO

< user>> <<user interaction>> <« <<state dependent <<proxy>>
:MobileUser :MobileUser control>> ver <.<subsy§tem>>v
" MobileBankingSenice
KeyDisplay subsystem

— Interaction e MobileClientControl | <———— Proxy

2: PN Input . 27 [Vaid)
P 24:PN e

(Account #s)

Figure (4.13): Collaboration diagram: Mobile client Validate PIN use case

4.3.4 Message sequence description for Server side: Vaditt PIN use case

As in ATM system, there is a Debit entity calledbléMobile entity object that after
V1 message which contains Pin validation transactibe business logic object PIN
Validation Transaction Manager extracts fields Molid and PIN and asks Debit Mobile
object to Validate this PIN for a corresponding MedD (message V2), if valid PIN
Validation Transaction Manager reads Account nunfizen Account entity for a given
Mobile ID (messages V4 and V5), in message V6 PHlidation Transaction Manager
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records the transaction on Transaction Log entityr@ply to Mobile Client (message V7).
The figure 4.14 shows the message sequence.

<<client>>
<<subsystem>>
MobileClient
subsystem
V1:Validate PN (PIN - Vali
<<senice>> Validation Transaf:tion) V&;ﬂfnm)
<<subsystem>>
MobileBankingSenvice

<<business logic>>
:PINValidationTransac

tionManager

V2: Validate
(Mobile Id, PIN) V6: Log Transaction
V4: Read V5: Account #s
(Mobile Id)
V3: Valid PIN
<<entity>> <<entity>> <<entity>>
:DebitMobile :Account ‘TransactionLo

Figure (4.14): Collaboration diagram: Server Side \alidate PIN use case

4.3.5 Message sequence description for mobile client: Chge mobile use case

After loading bank menu customer presses chargdlen@iessage 1), Mobile User
Interaction object sends charge option to Mobilei@lControl Object (message 1.1) then
the control object which Validated PIN previoustydaget Account Number, this use case
includes Synchronize and Query account use casé&3pstrol Object after Query account
to determine if this mobile is already chargedasyhe Control object includes synchronize
use case, in messages 1.2 and 1.3 Mobile Clientré@anakes a Query transaction then
requests Banking Server Proxy (message 1.4), therdwo reply alternative messages
(message 1.5 and 1.5A), the tag status is truedifaaly if a mobile account exists, the tag
status is an attribute of Account class on bankeseside as mentioned on later subsection.

In the case of status is true then Mobile Cliemtaad will extract the primary and
mobile balances from reply data and sends them odbilll User Interaction (message
1.6A), if status is false account balance will bdracted and send to Mobile User
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Interaction (message 1.6), and the correspondintg fda each case will be appeared on
mobile screen and system prompt mobile user ta émeamount of balance to be added or
charged (messages 1.7A and 1.7).

In message 2 user enters the amount of balarexe Mbbile User Interaction receives
it and directs it to Mobile Client Control whichgqeests Mobile transaction entity object to
create charge transaction (messages 2.2 and ar8urcently the control object requests
Banking Server Proxy and adds amount balance toleno#lance which resides on Mobile
Balance entity object (messages 2.4 and 2.4a)hédwrsin figure 4.15.

<<client>>
<<subsystem>>
MobileClient

<<entity>>
:MobileBalance

2.2: charge( Acc:yﬂﬂ
1.2: Query( Accoufit

<<entity>>
:MobileTransaction

1.3: Query

Transacion
23:

ChargeTransaction

2.4a: Add X to balance

1.7A: Dispaly tw o[Balances,
Prompt user to entef an amount

of mobile balance’
1.7: Display Ac

to be add
ount

Balance, Prompt user to enter
an amount of mobile balance

<<extemal user>>

<1

<<user interaction>>

:MobileUser
KeyDisplay

Mobile

2: Enter amouj

1: trigger cha

:MobileUser
Interaction

—
ge

1.6A: Mobile
Balance
Primay balance
1.6: Account
Balance

pt X

_—
1.1: charge option
2.1: Balance X

<<state dependent
control>>

:MobileClientControl

24:
ChargeTransaction
1.4:
queryTransaction
—_—>

<~
1.5: [no status]
Account balance

1.5A: [status]

<<proxy>>
:BankingSener
Proxy

Mebile-balant

Primary balance

<<senice>>
<<subsystem>>
MobileBankingSenvce
subsystem

Figure (4.15): Collaboration diagram: Mobile client Charge mobile use case

4.3.6 Message sequence description for Server side: Chargnobile use case

After receiving a Charge Transaction request froomeabile client (message C1),
Charge Mobile Transaction Manager object extract€ofint number and amount of
balance X to be added and invokes charge methodcobunt entity object, a status
Boolean attribute in Account object determines dhite account exists (true value) using
concurrent messages C3A and C3aA or not (falseeyalsing C3 and C3a concurrently,
after that Charge Mobile Transaction Manager resdfigt activity on Transaction Log
entity object (message C4). After that a C5 cordiion message to mobile client. As
shown in figure 4.16.
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<<client>>
<<subsystem>>

MobileClient

subsystem

<<senice>>
<<subsystem>>
MobileBankingSenvice

C3A: [status] Add X
to balance
C3: [no status]

createAccount(X)

<<entity>>
:MobileAccount

C2: charge(Account
#, balance X)

<<entity>>
:Account

C1:Charge Mobile

(Charge Transaction) l C5: Charge Confirm

<<business logic>>

:ChargeMobileTransac
tionManager

C4: Log Transaction

<<entity>>
:TransactionLog

C3aA: [status] Decrease
balance by X

C3a: [no status]
createAccount
Account_balance-X)

<<entity>>
:PrimaryAccount

Figure (4.16): Collaboration diagram: Server Side @arge mobile use case

4.3.7 Message sequence description for mobile client: @isarge mobile use case

The abstract use case is shown in figure 4.17,nle@ns the included use cases is
not presented here, after mobile user choose digehaobile option (message 1), Mobile
User Interaction sends discharge option to MoHdiknt control object (message 1.1), then
the control object asks an entity object Mobileri&action to create Discharge Transaction
details and receives it (message 1.3), then coamilyrthe control object sends a discharge
transaction request to Banking Server Proxy objewssage 1.4) and resets the mobile
balance (message 1.4a). as shown in figure 4.17.
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<<client>>
<<subsystem>>
MobileClient <<entity>> <<entity>>
:MobileBalance :MobileTransaction
1.2: disCharge( Account #) 1.3:
Discharge
1.4a: put balance=0 / Transacion
1.1: discharge
option 1.4
) ) dischargeTransaction

<<user interaction>> —_— <<state dependent S <<proxy>>

-MobileUser control>> :BankingSener

Interaction :MobileClientControl Proxy

. |
1: trigger discharge \L
Mobile
<<senice>>
<<external user>> <<subsystem>>
-MobileUser MobileBankingSenice
KeyDisplay subsystem

Figure (4.17): Collaboration diagram: Mobile client Discharge mobile use case

4.3.8 Message sequence description for server side: Disgge mobile use case

A Discharge mobile transaction request comes aceived by a business logic object
Discharge Mobile Transaction Manager (message théh the manager invokes discharge
method of Account object (message D2), concurlyeAttcount objects reads mobile
balance and primary balance (messages D3 and &8h)eceives the two values: X and Y
(messages D4 and D4a), the original balance wiktored on Account entity object with
value equals to X+Y, and the status Boolean atiebyut as false. Later the Database
daemon will eliminate corresponding Mobile and Ruiyn Accounts, Discharge Mobile
Transaction Manager records the process on Logs@iciion (message D6). As shown in
figure 4.18.
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<<client>>
<<subsystem>>
MobileClient
subsystem
D1:Discharge Mobile
<<senice>> (Discharge Transaction)
<<subsystem>>
MobileBankingService

<<business logic>>
:DisChargeMobileTran
sactionManager

D2: discharge
(Account #)

D5: Log Transaction

<<entity>> <<entity>>
:Account :TransactionLog
/ D4a: Primary Balarnce D3a: readBalance
D3: readBalance
D4: Mobile Balance X
<<entity>> <<entity>>
:MobileAccount :PrimaryAccount

Figure (4.18): Collaboration diagram: Server side scharge mobile use case

4.3.9 Message sequence description for mobile client: Queaccount use case

A Query account command comes from client side ¢angs 1.1), the Mobile User
Interaction object requests Mobile Client Contrtljezt to query the account (message
1.2), the control object asks Mobile Transactionitgrobject to create Query Account
Transaction corresponding to this Account numbersgages 1.3 and 1.4), then the control
requests the corresponding Banking Server Proxyh v@uery Account Transaction
(message 1.5) and waits reply after receiving reghjch contains primary and mobile
balances (message 1.8), the control object rediresult to Mobile User Interaction object
(message 1.7) and displays it to mobile screas$age 1.8). As shown in figure 4.19.
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<<client>>
<<subsystem>>
MobileClient
<<entity>>
MobileTransaction
1.4 1.3:
QueyAccguntTr Queryaccount
ansaction (Account #s)
1.7: 1.5
Account QueyAccount
<<user interaction>> | <bPaances <<state dependent TransaCtE'O” <<proxy>>
:MobileUser control>> BankingSener
Interaction _— MobileClientControl < Proxy
1.2: Query 1.6: Primary
Account and mobile
balance ‘
1.8._display ‘ /I\

Primary balance
mobile balance

1.1: Query \L

Account

<<external user>> . <<s<u sbesr)\’nsctz:n >>>
:K“loykl))"izuglsaelr MobileBankingSenvice
subsystem

Figure (4.19): Collaboration diagram: Mobile client Query account use case

4.3.10Message sequence description for Server side: Queaigcount use case

A Query Account Transaction requests received mer) Account Transaction
Manager object (message Q1) which extracts Accawmnber field and queries
corresponding Account (message Q2), if statusues tine condition messages Q3 and Q3a
will be sent to get the mobile and primary balangesssages Q4 and Q4a), also Account
object replies with Q5 message to Query Accountansaction Manager object which
records the operation on Transaction Log (mess&jea@ replys client with two balances
(message Q7), if status is false the Account dyreeplies with original balance (message
Q3A) and the sequence becomes Q4A and Q5A. As shofigure 4.20.
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<<client>>
<<subsystem>>

MobileClient

subsystem

‘ TQSA: [no status] original balance

Q1:Query Account

<<senice>> (Query Transaction)
<<subsystem>>

MobileBankingService

Q7: [status] balances data

<<business logic>>
:QueryAccountTransa
ctionManager

Q4A: [no status] Log Transaction

: [status] Log Transaction
3A: [no status]
original balance
Q5: [status]

Q2: Query
(Account #)

primary balance
3 mobile balance 3
<<entity>> <<entity>>
:Account :TransactionLog
Q3: [status] Q3a: [status]
get mobile get primary
balay balance
%:balance Q4a:balance
<<entity>> <<entity>>
:MobileAccount :PrimaryAccount

Figure (4.20): Collaboration diagram: Server side @ery account use case

4.3.11Message sequence description for Mobile client: Sghronize balance use
case

Mobile Client Control object requests the mobilelabae Data which contains:
Amount, modified Date and modified Time (messadg and receives it (message 1.2), the
control object asks Mobile Transaction object teate Synchronize Transaction with given
balance Data (message 1.3) the Mobile Transacbgetbcreates the transaction and sends
it to state dependent control object (message 1hé).control object requests the bank
server to synchronize balances via its Banking @eRroxy object (message 1.5). As
shown in figure 4.21.
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<<client>>
<<subsystem>>
MobileClient

<<entity>> <<entity>>

MobileBalance ) MobileTransaction
1.3: mobile

balance data

1.2: mobile 1'Lilre;1”|e“5 14
pbalance Data mobile balance Synchronize
Data Transacion
15

Synchronize .
<< >>
<<state dependent ba'anceS; <<proxy>> - <susbzmsthm>>
control>> BankingSener . ys .
o MobileBankingSenice
MobileClientControl Proxy
subsystem

Figure (4.21): Collaboration diagram: Mobile client Synchronize balance use case

4.3.12 Message sequence description for Server side: Symchize balance use case

When a Synchronize Transaction received on seiderisredirected to Synchronize
Transaction Manager object (message S1), the lmssilmgic object extracts the field
Account number to request proper one, the request Synchronize Transaction Manager
is a question if Account’s Data is dirty (not up date) or not, so the Account object
extracts Mobile Date and Time (message S2) to aissmuanger’s question if yes it is dirty
(message S3) then the Manager object commands Acahject to modify its Data
(message S4) after that Account object confirmscBromize Transaction Manager about
completion the process (message S5) then Managert atveates recording message and
sends it to Transaction Log Object (message S@)aaconfirmation message is backed to
client if necessary (message S7). As shown in &§gu22.
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<<client>>
<<subsystem>>
MobileClient
subsystem

il

S1:Synchronize balances \L S7: Synchronize

<<senice>> (SynchronizeTransaction) confirm

<<subsystem>>
MobileBankingSenvice

<<business logic>>
:SynchronizeTransacti

S2: data is dirty onManager
(mobile date,
mobile time)
S4: modify S6: Log Transaction
( mobile
balance
S5: confirm
<<entity>> <<entity>>
:MobileAccount :TransactionLog

Figure (4.22): Collaboration diagram: Server side $nchronize balance use case

4.3.13Message sequence description for Payment: Send Chueguse case

This use case is a special one of general Do Payansencase, when user trigger buy
option (message 1), Mobile User Interaction sengsrhessage to state dependent control
object Payment Control (message 1.1), then Payr@emtrol asks Bluetooth Adapter
Interface to turn on Bluetooth device (message, B2¢r Bluetooth is on (message 1.3),
Payment Control object sends search devices (medsdyto Bluetooth Adapter Interface
object which do scan operation on Bluetooth Adagteessage 1.5), Bluetooth Adapter
completes search and creates devices List anchseiuto Bluetooth Adapter Interface
(message 1.6), the devices list takes a path rgadhes mobile display screen (messages
1.7, 1.8 and 1.9), in message 1.9 a prompt totaselect a device to be connect with it.

After user chooses a device (message 2), the dedoe reaches Payment Control
object through Mobile User Interaction (messagg, 2tfe Control object invokes connect
operation of Bluetooth Adapter Interface (messag®) Avhich is responsible of
commanding physical device (message 2.3), aftevnmexction is accomplished physical
device confirms that (message 2.4), Payment Cos&otls get price to Bluetooth Adapter
Interface (message 2.5), the Interface object camdshahe corresponding Bluetooth
adapter device to request Price service that lgpsgtimnother peer (Payment subsystem on
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seller's mobile phone) via message 2.6 and replyls message 2.7 which contains the
price that reaches to Payment Control (message Re&/ment Control checks and gets
mobile balance (messages 2.9 and 2.10), if baleneaough then redirects the price to
Mobile User Interaction (message 2.11) the laseabprompts user to accept the price
through displaying the prompt on mobile screen gags 2.12).

When user accepts the price (message 3), Mobile Wderaction receives the
acceptance and sends message 3.1 to Payment Civargbrompts it to create a soft
Cheque, the Payment Control object requests Mahile entity object for necessary
information needed to complete creation of the &feque (messages 3.2 and 3.2), the
creation of the soft Cheque by a request from Pay@entrol to soft Cheque entity object,
this request contains needed tags (message 363)cedation of soft Cheque and reply it to
Payment Control object (message 3.5), the contbjéad prompts Bluetooth Adapter
Interface to begin transfer the soft Cheque (messhaf) via Bluetooth adapter device
(message 3.7). As shown in figure 4.23.

<<extemal /O
device>>
:BluetoothAdapter

<<peer>>
3.7: soft cheque Data
M ehequ <<subsystem>>
2.6: Price service p
2.3 Device name X ayment
2.7: Price P 1.5: scan
2.4: device connected 1.3: turn on
1.6: devices list
3.6: transfer soft cheque
2.5: Get Price
2.2: connect to X
1.4: search devices
<<|/O>> 1.2: turn on Bluetooth <<state dependent 3.2: Get Cheque Info '
. < —— <<entity>>
:BluetoothAdapter ——————————| control>> ‘Mobilelnfo
Interface —_— :PaymentControl I
2.8:Price P 3.3: Cheque Info
1.7:devices list
3.1: create chequ 3.4: Create soi
2.1: device n: heque
1.1 bu . 29 Che 10:Balance b
3.5: soft cheque Balance
<<user interaction>> ~devices list
:MobileUser . )
Interaction 2.11:[p<b] price
<<entity>> <<entity>>
:softcheque S :MobileBalance
2.12: 3.5a:updateBalance(p)
Display Price and prompt
—Hser-accept-the-pri userto-acceptit
2: input device choice l/ 1.9; Prompt user to
1: trigger buy choose a device

<<external user>>
:MobileUser
KeyDisplay

Figure (4.23): Collaboration diagram: Payment SendCheque use case
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4.3.14Message sequence description for Payment: Receiveé&gjue use case

When a seller which is a person who provides seraic pays product trigger sell
option, the Mobile User Interaction object receitteis request (message 1) and redirects it
as a message 1.1 to Payment Control object whigttth commands Bluetooth Adapter
Interface to turn on Bluetooth Adapter device (rages 1.2 and 1.3), Payment Control
sends get price to Mobile User Interaction objertgsage 1.4) to prompt user to enter the
price of product (message 1.5) and waits user therprice.

User enters the price and the Mobile User Intesactvhich captures it via message 2,
when Payment Control object receives price amoongiséage 2.1) creates an instance of
Pay Service with given price (message 2.2), then Ry Service registers itself on
Bluetooth device through Bluetooth Adapter Integfabject (message 2.3) and waits for a
request from client (here is buyer mobile phonehemw a request comes at Bluetooth
adapter device (message 2.4) the request goesi&toBth Adapter Interface object which
in turns requests Pay Service and gets the priesqages 2.5 and 2.6) and replys it to
client through Bluetooth adapter device (messagg 2.

When a client accepts the price and generates endssa soft Cheque which is
received on Bluetooth device (message 2.8), Bluktdaapter Interface object redirects
soft Cheque data to Payment Control (message 29¢dntrol object stores it in Cheque
Container entity object (message 2.10). As showigire 4.24.

<<peer>>
<<subsystem>>
Payment <<senice>>
26: Price p PayService
2.3: Register Pay Servic
2.5: Get Price g.aizsirr?/?ct::
2.7: Reply Price p
1.3 turnon .
<<external /O < <<l/0>> 12 turn on Bluetooth | - gate dependent
device>> BluetoothAdapter control>>
—> _—
BluetoothAdapter 2.4 réquest Price Interface PeP— PaymentControl
2.8:A|soft cheque o a
2.1:Price
2. Enter the price 1.1: sel .10: Store soft cheque
1: trigger sell
<<external user>> _— <<user interaction>> 7 Get price
:MobileUser :MobileUser o
KeyDisplay B Interaction
1.5: Prompt user enter <<entity>>
the price .
P ChequeContainer

Figure (4.24): Collaboration diagram: Payment Receie Cheque use case
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4.3.15Message sequence description for Payment: Check bakte use case

A check balance is an additional service providedoayment subsystem, when a
mobile user triggers check balance option the conghrgoes to Mobile User Interaction
(message 1), the last object requests the balarexgly without needed a Payment Control
object, Mobile Balance reply a balance as messagetien Mobile User Interaction
displays the balance on screen (message 1.3).cdansin figure 4.25.

<<software system>>
MobileSystem

1: trigger Chelck

1.1: getBalance
Balance 9

<<external user>> — | <<userinteraction>> | ———> <<entity>>
:MobileUser :MobileUser :MobileBalance
KeyDisplay < Interaction <

1.3: Display
Balance

1.2: Balance

Figure (4.25): Collaboration diagram: Payment checkbalance use case

4.3.16 Message sequence description for Payment customé&ash Cheque use case

The soft Cheque is the result of Payment processash it mobile user triggers cash
Cheque and Mobile User Interaction object recetliescommand (message 1), and directs
it as message 1.1 to Payment Control object thamtr@loobject asks Bluetooth Adapter
Interface to search available devices (message af@y searching is completed and a
devices list is returned (messages 1.4 and 1.3mé&at Control object represents banks
names and sends them to Mobile User Interactiorsgage 1.6) which prompts user to
choose a bank (message 1.7).

Mobile user chooses a bank and Mobile User Intenaaibject redirects the choice to
Payment Control object (message 2.1), the contsgod brings corresponding Cheques to
this bank from Cheque Container (messages 2.2 &@jdc@ncurrently with bringing a
Cheques list Payment Control object sends an dadBluetooth Adapter Interface to
discover and connect with cash service hostingieengoank (messages 2.2a and 2.3a) and
when Payment Control sends Cheques list to MobgerUnteraction (message 2.4), the
Bluetooth Adapter Interface object sends connectedsage 2.4a to Payment Control
object that the connection with bank server is agashed, Mobile User Interaction sends
a prompt to user to choose a Cheque from theolisetcashed (message 2.5).

53

www.manaraa.com



Mobile user enters his choice as message 3, moBige Interaction redirects this
message to Payment control (message 3.1), theotafject sends an order to Bluetooth
Adapter Interface to request cash service (mesSagkg in order Bluetooth Adapter
Interface object commands the Bluetooth device équest the service and gets the
information.

When a reply is coming from the service to Bluettoatlapter (message 3.4) which
contains an information about completing cashing @heque, the corresponding interface
sends the information to Payment control (messagg¢ 3he state dependent control
Payment Control object represents this informatierservice info and sends it to Mobile
User Interaction object (message 3.6) and concilyrerarks the cashed Cheque in Cheque
Container entity object as cashed and adds cashdpat Time (message 3.6a), the Mobile
User Interaction object sends the service info ddittoon to remainder Cheques list
(message 3.7), the mobile device shows data andlé/dber Interaction object waits user
to press finish or choosing another Cheque to itasls shown in figure 4.26.

<<client>>
<<subsystem>>
Payment

<<external user>>
:MobileUser

KeyDisplay

1: trigger Cash
2: Enter Bank g
3: Enter chequ

cheque
hoice

3.5: service info

choict

Figure (4.26): Collaboration diagram: Payment custmer Cash Cheque use case

4.3.17 Message sequence description for Payment server sidCash Cheque use

case

<—
1.7: Prompt
to choose a

2.6: Prompt
choose a ch

<<user interaction>>
:MobileUser

3.6: service

2.5: chequesList

1.6: Banks List
<

3.3: request cash service
2.2: discoyer cash service
1.3: search
<<external I/O < <<l/0>> 3.2: request cash <<entity>>
device>> :BluetoothAdapter service -ChegueContainer
, :Lhequetontainer
:BluetoothAdapter = Interface 2.2: discover cash
1.4: devices List service
2.3:connection established 1.2: search devices 20 23
3.4: cash seryice reply 12i Device: t (;St getCt{edues chequesList
4: connecte (bank choice)

<<state dependent
control>>

Interaction

user
Bank

ser to
eque

3.7: Display
service info

—_—
1.1: Cash cheque
2.1: Bank choice
3.1: cheque choice

:PaymentControl
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When a request comes to cash service, the corréisygpeervice object sends Serve
Cheque message with Cheque transaction detailmptea(message SC1) to Cash Cheque
Transaction Manager business logic object, the ddgéct invokes cash operation of
corresponding Account object (message SC2), theouxdc entity object sends a
conditional order (status flag is true) to mobitz@unt to remove given value of Cheque
from mobile balance (message SC3), after that Cdsdque Transaction Manager object
records the last transaction on Transaction Logyefihessage SC4). As shown in figure
4.27.

<<senice>>
<<subsystem>>
MobileBankingSeniice

SC1:Serve Cheque(Cash
Cheque Transaction) <<business logic>>
:CashChequeTransact
ionManager

<<senice>>
:CashChequeService

cash service request

SC2: cash(Account

# Chequeway & Log Transaction

<<entity>> <<entity>>
:Account :TransactionLog

SC3: [status]
removeAmount(X)

<<entity>>
:MobileAccount

Figure (4.27): Collaboration diagram: Payment serveside Cash Cheque use case

4.4 Mobile Banking and paymnet System Statechart
4.4.1 Authentication Statechart

There is one control object in Authentication sugbsgn called DSP Control so it is
necessary to develop a hierarchical DSP Contrale&tart that it can be presented in
stages.

Top-level Statechart for DSP Control is preseritedigure 4.28, after starting the
mobile application the DSP Control takes the cdrdfat, displaying a message to user that
is "please wait until recording noise”, then DSéhizol's state transients to a superstate
state Test Environment, the test is finished Emrirent tested even occurs and select
option action displays, and the state again tratsiaow to Extract Features composite
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state, after finishing recording and analyzing honsaeech an event Features Extracted
occurs, according to condition of what user selacthe beginning of Extract Features
composite state, the DSP control state transientéetify Speaker composite if the choice
was login or to Create Voice Print composite stiaige choice was insert voice print.

in the first case login choice, if user was sudti#igsverified then verified event
occurs and main menu is displayed and the DSP GQlayies to END state, if the speaker
failed to login for three times then Third Impostevent occurs and blocking the
application action is taken and DSP Control dies.

But if the choice was insert voice print and spefeettures were clustered with enough
non dead centroids then VP stored event occurstargiate transients to END state, and
update status action is executed. If there areenotigh good centroids then much dead
centroids event occurs, and the state transierligttact Features composite state again.

Start / Display
Record noise

Test Environment

Environment tested /

Display Select options

Much Dead Imposter / Imposter
Centroids / - ~ Speaker Prompt

Extract Features

& 4

[VP] Features
Extracted / [Login] Features Extracted /

Third Imposter /
Blocking

Create Voice Print Verify Speaker

VP Stored /

Update Status Verified / Display Main

©  menu

Figure (4.28): Top-level statechart for DSP Control
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Consider the Test Environment superstate, is deosetp into two substates.
Recording Noise, and Calculating Power Thresholshasvn in figure 4.29.

1. Recording Noise. This substate is entered from $thée when customer opens
the application. In this substate the microphonmobiles captures surrounding
noise, after 2 seconds of recording an After 2sés@vent occurs.

2. Calculating Power Threshold. This substate is edtexrs result of an After 2
seconds event when the DSP in previous state. Ia s$oibstate, the
authentication subsystem calculates the power dadensignal and puts the
power threshold equals to 1.5 times the noise’sgoow

Also consider the Extract Features superstate,eomposed into two substates.
Waiting For Customer Selection, Recording Speeshintating Speech Power, and MFCC
Processing as shown in figure 4.29.

1. Waiting For Customer Selection. This substate itered from Calculating
Power Threshold substate in Test Environment stgdersas result of an
Environment tested event (see figure 4.29). indhase, the mobile user enters a
selection: insert voice print or login.

2. Recording Speech. This substate is entered fromizgdor customer selection
previous substate in the same Extract Featuresrsape as result of Login
event or Insert VP event, in Login case put elags®e equals to 6 seconds
action is executed, else put elapsed time equdssecronds action is executed.
It is entered also from Decision making substat¥erify Speaker superstate as
result of Imposter event and note that the ImpoSgeeaker Prompt action is
executed in transients between two states. Anotlagrto enters to Recording
Speech substate is from VQ Clustering substata@dt€ Voice Print superstate
as result of Much dead centroids. Last it can lered from Estimating Speech
Power substate in the same superstate as redidivopower event. In this state
a “ please speak with high voice” message disptaysnobile screen and the
microphone starts captures the speech.

3. Estimating Speech Power. This substate is enter@uh Recording Speech
previous substate as result of after elapsed tweateln this state, the signal
speech power is calculated.

4. MFCC Processing. This substate is entered fromnasibn speech power
previous substate as result of enough power eventhis state the MFCC
features of speech is extracted.
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@

Start / Display
Record noise

Test
Environment

After 2 seconds /

Environment tested /
Display Select options

Extract
Features

Login / Hapsed

Insert VP/ B d
nse apse time =6 seconds|

time =8 seconds

Imposter / Imposter

Speaker Prompt
After Hapsed
Low Power/ time / Much Dead
Centroids /

-~ |

Enough Pow er /
[Login] Features

i i Extracted /

[VP] Features
Extracted /

i EE

Figure (4.29): Statechart for DSP control: Test envonment & Extract features
composite states
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In another way Verify Speaker composite state ce0f two substate, Calculating
Ratio, and Decision Making. See figure 4.30.

1. Calculating Ratio. This substate is entered fromQ@HProcessing substate of
superstate Extract Features as result of Featwiacted event with login
choice condition . In this substate, a ratio imfafa 3.3 is calculated.

2. Decision Making. This substate is entered from joeyv substate as result of
Ratio calculated event. In this substate, if rétiat was calculated in previous
substate is less than a threshold, then the claimamnue and Verified event
occurs, which transients the state of DSP contrdEND state, and during the
transients display main menu action is executedhdfratio is more than the
threshold then Imposter event occurs that trarsi¢ins state to Recording
Speech substate in Extract Features composite, state Imposter speaker
prompt action is executed, but if this is a thindppster which means failing
three times for login, then Third imposter eventws and the state transients to
END state, and application blocking action is exedu

MFCC
Processing

[Login] Features
Extracted /

Verify Speaker

[ Calculating Ratio j

Ratio Calculated /

Impgster / Imposter
Speaker Prompt ;
—[ Decision Making ) Recording
) Speech

Verified / Display Main
menu

~

Third Impostern
Blocking

Figure (4.30): Statechart for DSP control: verify peaker composite state
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The last composite state in DSP Control top-levateshart is Create Voice Print,
which consists of VQ clustering substate, and 8tpxioice Print substate. See figure 4.31

1. Create Voice Print. This substate is entered froRCK2 Processing substate of
Extract features superstate as result of Featutesceed event with insert voice
print choice condition. In this substate the exddeatures are clustered using
VQ and LBG.

2. Storing Voice Print. This substate is entered frpmvious VQ Clustering
substate as result of Enough good centroids ewerthis substate the voice
print is stored on a file. Storing voice print state transients to END state as
result of VP stored event and update status aierecuted.

MFCC
Processing

[VP] Features
Extracted /
Create Voice Print
Much Dead
w Centroids / R gi
VQ Clustering ecording
J Speech
Enough Good
Centroids /

[ Storing Voice Print j

VP Stored / Update
Status

D ‘

Figure (4.31): Statechart for DSP control: create @ice print composite state

4.4.2 Mobile client statechart
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There is one control object in Mobile Client sulisys called Mobile Client Control so
it is necessary to develop a hierarchical Mobilee@l Control Statechart that it can be
presented in stages.

Five states are shown on the top-level statechdigjure 4.32: initial state , END, and
three composite states, Processing Customer Inpubcessing Transaction, and
Terminating Transaction. Each composite state composed into its own statechart, as
shown on Figures 4.33, 4.34, and 4.35, respectively

When the Banking menu is chosen, then start evenire and Mobile Client control
transitions from initial state to Processing Custoinput composite state.

@)

Start/ Press Exit/ Save
status
™ Mobile stolen/ Blocking, update status 4
Customer Input ) Transaction

Cancel/ Display Cancel

4 A

Rejected/ Display

Apology

Query selected/
Request Query Query Approved/
\ Display Balance

Charge selected/ Charge Approved/ display
Request Charge Processing report, Update status
! ction
DisCharge §e|ected/ VeI DisCharge Approved/ display
Request DisCharge report, Update status
G

Figure (4.32): Top level statechart for mobile cliat control

Consider Processing Customer Input composite staselecomposed to five substate:
Waiting for PIN, Validating PIN, Synchronizing, aldaiting for customer selection.

1. Waiting for PIN. This substate is entered fromiatitstate as result of start
event. Also it can entered from Validating PIN dabs as result of Invalid PIN
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event, and Invalid PIN prompt action is executedhis state, the Mobile client
control waits for the customer to enter the PIN.

. Validating PIN. This substate is entered from poegi substate when user enters
the PIN. In this substate, the Banking Servicedaés the PIN.

. Synchronizing. This substate is entered from previsubstate as result of a
Valid PIN event. In this substate bank server symuizes its mobile account
balance with this mobile balance.

. Waiting For Customer Selection. This substate tered from previous substate
as result of a Synchronize complete event, andlajispank menu action is
executed. In this state, the customer enters tketem: Query Account, Charge
or Discharge mobile.
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Start/

Processing
Customer Input

Cancel / Display Cancel L
Invalid PIN/ Invalid

PIN Prompt

PIN Entered/
Validate PIN

Mobile stolen/ Blocking, update status

Third Invalid PIN / Blocking

Valid PIN/

E —

Synchronize Complete/
Display Bank menu

- -~

- J
DisCharge selected/ Query selected/ Charge selected/
Request DisCharge Request Query Request Charge

Figure (4.33): Statechart for mobile client control Processing Customer Input
composite state

Consider Processing Transaction composite state,decomposed to three substate,
one for each transaction: Processing Query, Primgp€harge and Processing discharge.

1. Processing Query. This substate is entered frontiNgaiior customer selection
substate of Processing Customer Input superstategsalt of Query selected
event, and Request query action is executed. ThelenGlient control requests
bank service to get Account balances: mobile amdgry balance.
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2. Processing Charge. This substate is entered froming/dor customer selection
substate of Processing Customer Input superstategsalt of Charge selected
event, and Request charge action is executed. BhdarClient control requests
bank service to charge the mobile with credit.

3. Processing Discharge. This substate is entered Wéaiting for customer
selection substate of Processing Customer Inpukerstgie, as result of
Discharge selected event, and Request discharga a&stexecuted. The mobile
Client control requests bank service to returnglitren this mobile to original

account.
Rejected/ Display Apology
~
Processing Transaction
)
Query selected/ Query Approved/
Request Query [ Processing ] Display Balance Teaninaiing
| Query
" Charge selected/ Charge Approved/ display
Waiting for Request Charge (Processing | report, Update status
Customer 2| Charge
choice 9
DisCharge §elected/ DisCharge Approved/ display
Request DisCharge Processing report, Update status N Reporting
~| DisCharge |
G _ J

Figure (4.34): Statechart for mobile client control Processing Transaction composite
state

Consider Termination Transaction composite statis, decomposed to three substate:
Blocking, Reporting, and Terminating.

1. Blocking. This substate is entered from Proces§logtomer Input superstate,
as result of mobile stolen event, and blocking apdate status actions are
executed. Another event causes a transition froatesing Customer Input
composite state is third invalid PIN, and blockiaction is executed. In this
substate the mobile application is blocked and pgechfor launch again.

2. Reporting. This substate is entered from ProcesBiagsaction composite state,
as result of two events: Charge approved evemwt,d&splay report and update
status actions are executed, Discharge approveut,emed display report and
update status actions are executed. In this sebstat report about last
transaction is created and can be stored sendutd®ith printer for example.

3. Terminating. This substate is entered from ProogssCustomer Input
superstate, as result of cancel event, and disgaagel action is executed. It is
entered from Processing Transaction composite ,staeresult of Rejected
event, and display apology action is executed, andther event is Query
approved, and display balance action is executézb A can be entered from
two substates: blocking and reporting from samemimation Transaction
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composite state, when user press finish. In thibstale Mobile Client
subsystem finishes update its status and waitstasaress exit to enters END
state and save status action is executed.

Press Exit/ Save
status
( R
Termination Transaction
Cancel / Display Cancel Rejected/ Display Apology .

Terminating Processing
; Transaction

Query Approved/

Press Finish|/ Display Balance

Charge Approved/ display
report, Update status

Press Finish

Reporting

DisCharge Approved/ display
report, Update status

)

Mobile stolen/ Blocking, update status

Processing

Customer Input Blocking

Third Invalid PIN / Blogking

'

- J

Figure (4.35): Statechart for mobile client control Terminating Transaction
composite state

4.4.3 Payment statechart

There is one control object in Paymnet subsystelledccdayment Control so it is
necessary to develop a hierarchical Payment CoS8tedkechart that it can be presented in
stages.

Six states are shown on the top-level statechdrgure 4.36: initial state , END, and
four composite states, Sending Soft Cheque, Rewe®oft Cheque, Cash soft Cheque, and
Terminating Transaction. Each composite state omposed into its own statechart, as
shown on Figures 4.37, 4.38, 4.39, and 4.40, réispdc

When Payment menu is chosen, the Payment contjettols created and resides in
initial state and Payment menu is displayed thatains three options: Sell, Buy, and Cash,
and events: send, receive, and cash are occurcteghe So the Payment control
transitions to corresponding composite state ag/shio figure 4.36.
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Cash Approved/ Display Report,
Display Remainder cheques

Receive /

Cashing Soft Cheque Receiving Soft Cheque Sending Soft Cheque

Receiving Approved /

Cancel / Display|Report Non-gufficient

fupds /

Sending Approved /
Display’Report

Cancel /

Termination Transaction

Press Exit/ Save
status

@

Figure (4.36) Top level statechart for Payment contl

Consider Sending Soft Cheque composite state, dec®mposed to seven substate:
Turning ON Bluetooth, Searching devices, Waiting émstomer selection, Requesting
price, Checking balance, Creating soft Cheque,Taadsferring soft Cheque .

1.

2.

Turning ON Bluetooth. This substate is entered friomal state, as result of
send event. In this substate the Bluetooth Adafseéurned ON.

Searching devices. This substate is entered fraviqus substate, as result of
adapter is ON event. In this substate a Bluetsotn neighborhood mobile
devices Bluetooth adapter.

Waiting for customer selection. This substate i®e=a from Previous substate,
as result of scan complete event, and display dswaction is executed. In this
substate, Mobile user selects one of scanned detoceonnect with it.
Requesting price. This substate is entered fromique substate, as result of a
device is chosen event, and connect to mobile deagtion is executed. In this
substate buyer’'s mobile requests a price fromrsgieobile.

Checking balance. This substate is entered fromque substate, as result of a
price is get event. In this substate buyer's mabékance is checked.
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6. Creating soft Cheque. This substate is entered frimwious substate, as result
of a sufficient funds event, and get Cheque daterads executed. In this
substate, a soft Cheque is created.

7. Transferring soft Cheque. This substate is entén@th previous substate, as
result of a Cheque created event. In this substagdyuyer’'s mobile sends a soft
Cheque to seller’s mobile.
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Send /

Sending Soft
Cheque

I

Adapter is ON/

!

Scan Complete /
Display Devices

|

Device X choosed /
Connect with X

e

Price was Get/

Non-

sufficient funds /

Sufficient funds /
Get Cheque Data

Cheque Created /

Sending Approved /

AT

S ;

Figure (4.37): Statechart for Payment control: Senmhg Soft Cheque composite state
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Consider Receiving Soft Cheque composite states, decomposed to four substate:
Turning ON Bluetooth, Waiting for price, Waiting rfaequest, and Waiting for soft
Cheque.

1. Turning ON Bluetooth. This substate is entered fiomal state, as result of
send event. In this substate the Bluetooth Adafseéurned ON.

2. Waiting for price. This substate is entered froraviwus substate, as result of
adapter is ON event. In this substate a sellarerhe price of product.

3. Waiting for request. This substate is entered fRmevious substate, as result of
price entered event, and start price service agtia@xecuted. In this substate,
mobile waits for incoming request.

4. Waiting for soft Cheque. This substate is entemednfprevious substate, as
result of a device is requested event, and replly phice action is executed. In
this substate, seller's mobile waits a soft Chedpta from buyer’'s mobile.
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o

Receive /

Receiving Soft
Cheque

o~ P

Adapter is ON/

——

Price Entered /
Start Price service

- i

A device request /
Reply w ith Price
Receiving Approved /
M‘ | Dlsplay Report /@
Receive NSF / Display
Customer NSF

Figure (4.38): Statechart for Payment control: Rec®ing Soft Cheque composite state

Consider Receiving Soft Cheque composite states decomposed to six substate:
Turning ON Bluetooth, Scanning banks , Waiting fa bank selection, creating soft
Cheques list, waiting for a Cheque selection, @modess cash transaction.
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. Turning ON Bluetooth. This substate is entered fiomal state, as result of
cash event. In this substate the Bluetooth Adafgeurned ON.

. Scanning banks. This substate is entered from quevsubstate, as result of
adapter is ON event. In this substate a Bluetoetficé scans other available
devices.

. Waiting for a bank selection. This substate is reatdrom previous substate, as
result of scan complete event, and display listoacts executed. It is also
entered from creating soft Cheques list substatharsame superstate as result
of no bank’'s Cheque found, and remove bank fromalition is executed. In
this substate, mobile user selects one bank frenighto cash a Cheque.

. Creating soft Cheques list. This substate is edté@m previous substate, as
result of a bank entered event. In this substatist af soft Cheques is created
that belong to selected bank.

. Waiting for a Cheque selection. This substate tered from previous substate,
as result of a list created event, and displaly digtion is executed. In this
substate, mobile user selects one Cheque fronmsthe |

. Process cash transaction. This substate is enteyed previous substate, as
result of Cheque entered event. It is also entéi@d Reporting substate of
Termination Transaction composite state, as restltash another Cheque
event. In this substate, mobile sends soft Chegbarnk server to cash it.
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o

Cash/

Cash Soft
Cheque

T

Adapter is ON/

Scan complete /
Display List

No Bank's Cheque found /
Remove Bank from list

List Created /
Display List

o |

Cheque Entered /

Bank Entered /

Cash A

pproved/ Display Report,

Displgy Remainder cheques

Cash another Cheque/

Figure (4.39): Statechart for Payment control: Caslsoft Cheque composite state

Consider Termination Transaction composite statis, decomposed to three substate:
Avoiding Payment, Reporting , and Terminating.
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1. Avoiding Payment. This substate is entered from dBen Soft Cheque
composite state, as result of Non-sufficient fuadent, and display NSF action
is executed. It is also entered from Receiving Sbieque, as result of receiving
NSF event, and display customer NSF action is @récun this substate, the
payment control reset status of mobile before paymecess.

2. Reporting. This substate is entered from Sendirfty Goeque composite state,
as result of Sending approved event, and displagrtection is executed. Also
it is entered from Receiving Soft Cheque compastisee, as result of Receiving
approved event, and display report action is exstult is entered also from
Cashing Soft Cheque composite state, as resulasifimg approved event, and
display report, display remainder Cheques actioasaecuted. In this substate
a report about last operation that can be printesénded.

3. Termination. This substate is entered from Sen8of) Cheque, Receiving Soft
Cheque, and Cashing Soft Cheque composite stakes) & mobile user cancel
the operation. It is also entered from Reportingd @Avoiding Payment
substates in the same superstate, when a mobi@ness finish. In this substate
Payment subsystem finishes update its status aitd wser to press exit to
enters END state and save status action is executed

@

Press Exit/ Save
status

r

Termination Transaction
Cancel / Cancel /
L Cashing Soft
T
erminating L Cheque

Press Finish /
Sending Approved / Cash Approved/ Display Report,

Display Report : Display Remainder cheques
4 Reporting

Cash another Cheque/

4

Press Finish /

Cancel /

Receiving Approved /
Display Report

Non-sufficient funds /

Sending Soft W display NSF Avwiding
Cheque Payment ) .
Receive NSF / Display

Customer NSF

Receiving Soft
Cheque

Figure (4.40): Statechart for Payment control: Ternination Transaction composite
State.
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Chapter 5

SYSTEM DESIGN MODEL

5.1System consolidating collaboration model

5.1.1 Authentication subsystem consolidating collaboratio model

The figure 5.1 is the result of consolidating tludlaboration diagrams of use cases:
Insert voice print, and Login, without messages beirs.

<<DSP>>
<<subsystem>>
Authentication <<data abstraction>>
:CapturedVoice <<algorithm>>
o ; :PowerE stimation
Audio signal, noise
signal
noi reamAudio Redord Data ,noise
Stream Data w reshold,
Signal 's pow er
Capture voice,
- Record(t) - Capture noise
<<extemal input - <<input>> <<state dependent Speech Data 5 S
device>> :Microphone control>> 'MfCProcessor
:Microphone _— Interface :DSPControl < =
Noise Data MFCC features
Audio Data \
Store CodeBaok
Customer Info, MFCC features
Selectio)
Customer Input Cluisters
<<exterr_1al user>> —_— <<user mgeractlon» Dieplay <<filo wrapper>> data <<algorithm>>
:MobileUser :MobileUser Prompts VoicePrint va
KeyDisplay P Interaction e -
Display
Information lculate Ratio
Data Ratio
CodeBook
Get Data
< i
<<file wrapper>> <<algorithm>>
:CohortSpeaker :EUDistance
_—
Ce

Figure (5.1): Consolidated collaboration diagram fo Authentication subsystem
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Table (5.1): Message Dictionary for consolidated Athentication Subsystem

Message Dictionary for consolidated diagram of Autbntication Subsystem

Customer Inputs

a)

Trigger Insert Voice Print

b)

Trigger Start Talk

c)

Trigger Login

Display Information

a)

Prompt user to wait

b)

Display start talk button and Prompt use
to talk

)

Load main menu

Customer Info, Selection

a)

Test environment

b)

Create Voiceprint

c)

Login

Display Prompts

a)

Wait

b)

Talk

)

login succeed

Variable t on Record(t)

a)

t =2 seconds for recording noise.

b)

t =8 seconds for insert voiceprint.

)

t =6 seconds for login.

5.1.2 Mobile Client subsystem consolidating collaboratiormodel

The figure 5.2 is the result of consolidating tudlaboration diagrams of use cases in

Mobile Client Subsystem package, without messagesbers.

<<client>>
<<subsystem>>
MobileClient
<<file wrapper>> <<file wrapper>> <<data abstraction>>
:MobileBalance :Mobilelnfo :MobileTransaction
- Customer e
Events
Mobile ID Mobile )
\L Request / ”’g‘;:;:o"
Customer |nput Prompts MobileTr i <<senice>>
<<extemal user>> |~ | <<user interaction>> <<state dependent - <<proxy>> <<subsystem>>
:MobileUser :MobileUser control>> {BarkingSerer MobieBankingSenice
KeyDisplay <1 Interaction ——— | MobileClientControl | < Proxy £
Display Customer Info, SUESRETT
Information) Selection Bank Responses

Figure (5.2): Consolidated collaboration diagram fo Mobile Client subsystem
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Table (5.2): Message Dictionary for consolidated Maile Client Subsystem

Message Dictionary for consolidated diagram of Moly¢ Client Subsystem

a) PIN Input

b) trigger charge Mobile

c) Enter Charge Amount
d) trigger discharge Mobile

Customer Inputs

a) PIN Prompt
b) Display Account Balance, Prompt user tg
enter an amount of mobile balance
c) Display two Balances, Prompt user to enter
an amount of mobile balance to be add

Display Information

a) PIN

b) charge option

c) Balance Amount
d) discharge option

Customer Info, Selection

a) PIN, Mobile ID

b) Query( Account #)

c) charge( Account #X)
d) disCharge( Account #)

Customer Events

a) PIN Validation Transaction
b) Query Transaction

c) Charge Transaction

d) DisCharge Transaction

Transaction Details

5.1.3 Payment subsystem consolidating collaboration model
The figure 5.3 is the result of consolidating tledlaboration diagrams of use cases in

Payment Subsystem package, without messages numbers

<<peer>>
<<subsystem>>
Payment

<<database wrapper>>
:ChequeContainer

<<service>>
:PaySenvice

Create Cheques|
Service List
Price .
Get Price

Store Soft
Cheque,Get

Tcheques

Information

Customer Info,
Selec“/

Create soft
heque

:softcheque

Bluetooth output Data
<<extemal /0 < <<l/O>> Bluetooth commands <<state dependent Get Cheque Info
i . < — <<file wrapper>>
device>> :BluetoothAdapter control>> i .
:BluetoothAdapt ] Interf > P tControl < 7 :Mobilelnfo
-BIUCIOONAJAPIEr | pyyetogth nput Data ntedace e P “FaymentControl Cheque Info
ice

W
Check Balal

Customer Input soft cheque
<<extemal user>> —_— <<user interaction>> Display
:MobileUser :MobileUser Prompts
KeyDisplay. < Interaction
Display <<data abstraction>> <<file wrapper >>

_—
updateBalance(p)

:MobileBalance

Figure (5.3): Consolidated collaboration diagram fo Payment subsystem.
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Table (5.3): Message Dictionary for consolidated Banent Subsystem

Message Dictionary for consolidated diagram of Payent Subsystem

Customer Inputs

a)

Trigger Buy

b)

Input device choice

c)

Accept the Price

d)

Trigger Sell

e)

Enter the Price

f)

Trigger Cash Cheque

9)

Enter bank choice

h)

Enter Cheque choice

Display Information

a)

Prompt user to choose a device

b)

Display the Price and Prompt user to
accept it

Prompt user to Enter the Price

Prompt user to choose a Bank

Prompt user to choose a Cheque

Customer Info, Selection

Buy

Device Name

Create Cheque

Sell

Price

Cash Cheque

Bank Choice

Cheque Choice

Display Prompts

Devices List

Price

Get Price

Banks List

Cheques List

Bluetooth Commands

Turn On Bluetooth Adapter

Transfer soft Cheque

Get Price

Connect to device

Search devices

Bluetooth output Data

Turn ON

Soft Cheque Data

Price service Request

Device Name

Scan

Price Service Reply

Bluetooth Input Data

Devices list

Connection with device is Established

Price

Request Price Service

A soft Cheque

5.1.4 Mobile Banking Service consolidating collaboratiormodel

The figure 5.4 is the result of consolidating tedaboration diagrams of Mobile

Banking Service, without messages numbers.
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Service Request Service Reply
Mobile Bank
Transactions Responses
\l/ ‘ Cash
Transaction .
<<senice>>
. :CashChequeSenvice
<<coordinator>>
:BankTransactionCoor /Ca/
Synchronize dinator sh Reply

Query Reply

is Charg —
lidati
Transagtion epawn ish Reply \
S fonize ) hgrge Quer
Confirm i Confirm PIN Transactiol Transaction

Transaction
<<business logic>> <<business logic>> <<business logic>> <<business logic>> <<business logic>> <<business logic>>
:SynchronizeTransacti :ChargeMobileTransac :DisChargeMobileTran :PINValidationTransac :CashChequeTransact :QueryAccountTransa
onManager tionManager sactionManager tionManager ionManager ctionManager

Log Log s harge Log tash ery
Charge N “ C
es, no g
confir R \ o9 \ "
\ i Valid
—— 4‘/ é aicer
Modify l ACo Log

_— v

Create Account, <<database wrapper>> | _ ate ACCOUR: <<database wrapper>> | _—| <<databa§e wra_pper»
ADD Balance, :Account Remove Balance :TransactionLog :DebitMobile
Read Balan ,t , Read'kalance

Remove

<<database wrapper>>

<<database wrapper>>
:MobileAccount

:PrimaryAccount

Figure (5.4): Consolidated collaboration diagram fo Mobile Banking Service
subsystem

5.2Task structuring

5.2.1 Authentication subsystem task structuring architectire

1. Event Driven I/O Tasks

* << eventdriven>> <<input>> :MicrophoneControlleask

2. Control Clustering tasks

e <<demand>> <<state dependent control>> :DSPComask

3. User Interaction tasks

¢ <<event driven>> <<user interaction>> :MobileUséghaction Task

4. Demand Driven Tasks

Ol LAC U Zyl_ﬂbl
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» <<demand>> <<algorithm>> :PowerEstimation Task

e <<demand>> <<algorithm>> :MFCCProcessor Task

e <<demand>> <<algorithm>> :VQ Task

» <<demand>> <<algorithm>> :EUDistance Task. As shawiigure 5.5.

<<DSP>>

<<subsystem>>
Authentication <<data abstraction>>
:CapturedVoice <<demand>>
<<algorithm>>
Audio signal, noise :PowerE stimation
signal
noise StreamAudio Redord Data ,noise
Stream Data T threshold,
signal 's Pow er
Capture voice, .
<<passive>, Record(t) <<demand>> Capture noise <<demand control>> Speech Data <<demand>>
<<external input < <<input>> < <<state dependent <<algorithm>>
device>> :Microphone control>>
y :MfCCProcessor
:Microphone —_— controller :DSPControl <—
Noise Data — MFCC features

Audio Data

Wr%
Clustere:
data

Customer Info,
Selectiof
Customer Input <<event driven>
<<extemal user>>
Display

) _— i i <<demand>>
:MobileUser <<u§er |n_teract|on>> <<file wrapper>> <<algorithm>>
KeyDisplay < M Pronpts :VoicePrint g

Display Interaction vV
Information
lculate Ratio
Data Ratio
CodeBook
Get Data
< R <<demand>>
SUDUETERS <<algorithm>>
:CohortSpeaker ‘EUDistance
_— :
CodeBooks

Figure (5.5): Task architecture: initial concurrent collaboration diagram for
Authentication subsystem

Task clustering criteria

Microphone Controller task is responsible of reaogdvoice or noise, after any
recording operation there is corresponding Powémasion job performed by Power
Estimation task so by sequential clustering cateve can merge Microphone Controller
Task with Power Estimation Task to be <<demand>>seguential clustering>>
:Record&PowerEstimation Task, after this merge, da¢a abstraction Captured Voice
object is accessed only by Microphone ControlleskTand Power Estimation Task which
was merged we by the definition of hidden inforratobject, the passive object Captured
Voice hidden in :Record&PowerEstimation Task.

Because mobile user can insert a voice printeofigd by his voice at certain time, we
can merge VQ Task with EUDistance by Mutually Esthe Clustering Criteria to be:

79

www.manaraa.com



<<demand algorithm>> <<mutually exclusive clustgrr :VQ&EUDistance Task, and

the file wrapper objects Cohort Speaker and VoidatRire accessed only by VQ and
EUDistance objects so the previous passive objwitde hidden in_:VQ&EUDistance

Task.

In another hand MFCCProcessor is a state-deperadion that is triggered by the
control object because of a state transaction. Baplg DSP Control task and
MFCCProcessor may be grouped into a control clugjeask called the DSP Controlling
as following synthase:

<<demand control>> <<control clustering>> :DSPColtér,

So the overall remaining concurrent tasks runningdathentication subsystem as shown
in figure 5.6

Define the Authentication subsystem Task Interfaces

Speaker verification process is explain briefly saction 3.5, it contains many
sequential stages, each stage uses data or reSmiad on previous one, so we will use
tightly coupled message communication with replieiface between all tasks and data
abstraction as shown in figure 5.6.

<<DSP>> <<demand algorithm>>
<<subsystem>> <<mutually exclusive
Authentication clustering>>

:VQ&EUDistance

calculate(in features,

cluster(in features),
out ratio)

record(in time,out stream) record(in tin;e, out
pow er’
s <<demand>>
. e .
< <ex’t)ernal input <<sequential ~<————— | <<demand control>>
. P clustering>> <<control clustering>>
e :Record&PowerEstima :DSPController
:Microphone —tion
insertVP(out status)
verify(out status)
<<ext I > Customer input <<ewent driven> /
extemal user> _—> <<user interaction>>
:MobileUser ‘MobileUser
" = :
KeyDisplay p
Display Interaction
Information

Figure (5.6): Task architecture diagram for Authentcation subsystem: task interface.
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5.2.2 Mobile Client subsystem task structuring architectue

1. Event Driven I/O Tasks
* << eventdriven>> <<proxy>> :BankingServerProxy K as

2. Control Clustering tasks
* <<demand>> <<state dependent control>> :Mobile@Gentrol Task

3. User Interaction tasks
¢ <<event driven>> <<user interaction>> :MobileUs#¢ehaction Task. As

shown in figure 5.7.

<<client>>
<<subsystem>>
MobileClient

<<file wrapper>> <<file wrapper>> <<data abstraction>>
:MobileBalance :Mobilelnfo :MobileTransaction
Customer
Events
Query.
Update "
Mobile ID Vobile Transaction
Request
Details
Display
Customer nput - Prop tys MobileTransactions
o —— N <<event driven>> mp! <<demand>> <<eent driven>> <<senice>>
© . < E—
“MobileUser <<user interaction>> <<state dependent <<proxy>> <<subsystem>>
k_e@pl_ay < :MobileUser —_— control>> P :BankingServer MobileBankingSenice
Display Interaction Customer Info, | :MobileClientControl Proxy subsystem
Informatior] Selection Bank Responses

Figure (5.7): Task architecture: initial concurrent collaboration diagram for Mobile
Client subsystem.

Define the Mobile Client subsystem Task Interfaces

Because user can press Cancel at any momentdésisable the interface between
Mobile Client control task and Mobile User Inteiaotto be loosely coupled so the user
interaction is not suspended to wait results.

All data abstractions: Mobile Transaction, mobilgol and Mobile Balance are
passive objects so any interface between any of toed Mobile Client Control is tightly
coupled with synchronous call scenario.

Any proxy object Banking Server proxy hides theadstof “how” to communicate
with the external subsystem Mobile Banking Ser#eProxy object is event driven task so
the interface between it and the control objectossely coupled with asynchronous

messages. As shown in figure 5.8.
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<<extemal user>>
:MobileUser
KeyDisplay

<<client>>
<<subsystem>>
MobileClient
Customer jnput Display ("I\,'Ob"ena'nsi)‘:tl:irl]ss) Dl
£ <<ewent driven>> Prompts <<demand>> <<ewent driven>> <<senice>>
<<user interaction>> <<state dependent <<proxy>> <<subsystem>>
- | :MobileUser control>> :BankingServer <}— MobileBankingSenice
Display Interaction Customer Info,  § - MobileClientControl Proxy subsystem
Informatior] Selection bankResponse

Figure (5.8): Task architecture diagram for Mobile Client subsystem: task interface.

5.2.3

1. Event Driven I/O Tasks
<<event driven>> <<1/O>> :BluetoothAdapterinterfacask

2. Control Clustering tasks

<<demand>> <<state dependent control>> :PaymentGlorask

3. User Interaction tasks
<<event driven>> <<user interaction>> :MobileUs#¢ehaction Task

<<ewent driven>.
<<external /O
device>>
:BluetoothAdapter

Demand driven tasks

Payment subsystem task structuring architecture

<<demand>> <<service>> :PayService Task. As showigure in 5.9.

Bluet

<<peer>>

Payment

both output Data

<<subsystem>>

<<demand>>
<<senice>>

:PaySenice

Price J/

Create Cheques
Service List /\Cheques
Get Price

<<external user>>
:MobileUser
KeyDisplay

<<ewent driven>>

Bluetooth commands

<<database wrapper>>
:ChequeContainer

Store Soft
Cheque,Get

<<demand control>>

Get Cheque Info

< <<|/0>> <<state dependent
— :BluetoothAdapter N control>>
Bluetogth Input Data Interface . :PaymentControl
— Price P
Customer ifo, Create soft
Selecti heque
CuStomer Input - soft cheque
S <<event driven>. -
<<user interaction>> Display
X " Prompts
<] :MobileUser
Display iz i <<data abstraction>>
Information

:SoftCheque

Cheque Info

<<file wrapper>>
:Mobilelnfo

Check ce

updateBalance(p)

<<file wrapper >>
:MobileBalance

Figure (5.9): Task architecture: initial concurrent collaboration diagram for Payment

subsystem.
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Define the Payment subsystem Task Interfaces

Consider the interface between Payment Control daskBluetooth Adapter Interface
task. It is desirable for this to be loosely codpbecause Bluetooth device is asynchronous,
so an asynchronous message interface is used.

Because user can press Cancel at any momentddsisable the interface between
Payment control task and Mobile User Interactionb® loosely coupled so the user
interaction is not suspended to wait results.

All data abstractions: Cheque container, Paymemndaction, mobile Info, Pay
service, Mobile Balance and Soft Cheque are pasdjects so any interface between any
of them and a task like Payment Control and Bludté@aapter Interface is tightly coupled
with synchronous call scenario.

Any proxy object acts as server behavior with retiueply behavior, so the interface
between Banking Server Proxy Task and Payment Gldask is tightly coupled.

Also consider the interface between Payment commnal Connection Managetr, it is
desirable for this to be tightly coupled with sihmmnous messages. As shown in figure
5.10.

<<peer>>
<<subsystem>>
Payment
<<demand>>
<<senice>>
:PaySenice

initialize(in price)

T getPrice(out \

Price)

<<event driven>. Blusfpoth output Data <<event driven>> Bluetooth commands | <<demand control>>
<<external I/O - <<l/0>> _— <<state dependent
device>> :BluetoothAdapter control>>
:BluetoothAdapter | Bluetogth Input Data Interface Price, Soft Cheque :PaymentControl
Display Prompts
Cugtomer Input =

cotemauers | ———> [ T

:MobileUser " Customer Selection, Info

KeyDisplay < :MobileUser

reyuispay Display Interaction

Information

Figure (5.10): Task architecture diagram for Paymehsubsystem: task interface
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5.2.4 Mobile Banking Service subsystem task structuring chitecture

We assume that the bank server is a sequentidlineadhis means no concurrency
between objects, simply Mobile Banking Service gstEm is a one task as shown in
figure 5.11.

Mobile
Transactions

Service Request Service Reply
Bank
Responses

vl csn

Transaction )
/ <<senice>>
<<coordinator>> :CashChequeSenice
Synchron :BankTransactionCoor
nchronize .
Transaction e
/ Query Reply
h Reply
P
S onize Que -
Confirm PIN Transactior Transaction Transaction
<<business logic>> <<business logic>> <<business logic>> <<business logic>> <<business logic>> <<business logic>>
:SynchronizeTransacti :ChargeMobileTransac :DisChargeMobileTran :PINValidationTransac :CashChequeTransact :QueryAccountTransa
onManager tionManager sactionManager tionManager ionManager ctionManager
es, no
confiri
Create Account, <<database wrapper>> | .~ pp! | —1 pp
ADD Balance, :Account Remove Balance ‘Transactionl og :DebitMobile
Read Balangé, Rea lance
Remove it !
<<database wrapper>> <<database wrapper>>
:MobileAccount :PrimaryAccount

Figure (5.11): Task architecture: initial concurrent collaboration diagram for Mobile
Banking Service subsystem.

Mobile Bank Service subsystem execute transactiamsch needs tightly coupled
message with reply interfaces as shown in figut@.5.

84

Ol LAC U Zyl_ﬂbl

www.manaraa.com




Service Request
Service Reply
Mobile Bank
Transactions Responses
\l/ | cash(in softcheque,
out sc_response) <<senice>>
<<coordinator>> :CashChequeSenice
. :BankTransactionCoor .
synchronize(in " query(in account#,
dinator
balance,out s_response) out g_response)
/ arge(in amount, ,@:@ \
out c_response. (out ic (i ™~ .
d_respoisey’  mobileDin PINoutN,  out sc_r e)
v_response) \
<<business logic>> <<business logic>> <<business logic>> <<business logic>> <<business logic>> <<business logic>>
:SynchronizeTransacti :ChargeMobileTransac :DisChargeMobileTran :PINValidationTransac :CashChequeTransact :QueryAccountTransa
onManager tionManager sactionManager tionManager ionManager ctionManager
charge(in acdount#,in ga(ln \ Gash(in read(out balance’
log(in transaction) ccount#) ‘Anftuhaqu

. create(), add(in m_balance), ‘ Validate(in mobilelD, Mg(in transaction)

isDirfy(out status),  read(out m_balance), remove in PN, out status)

modffy(in balande) (out amount)

<<database wrapper>> PP | —T< PP
:Account :TransactionLog :DebitMobile
/ create(), read(out m_balam:e)‘\
remove(out amount)
<<database wrapper>> <<database wrapper>>
:MobileAccount :PrimaryAccount

Figure (5.12): Task architecture diagram for Mobile Banking Service subsystem: task
interface

5.3Class design
5.3.1 Authentication subsystem classes design
In authentication subsystem many classes for im@tging speaker verification, and

accomplish use case: Insert voice print, and LoQata abstraction Captured Voice needs
set and get methods, the functions signature aladses are shown in figure 5.13.
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Figure (5.13): Authentication subsystem informatiorhiding classes
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5.3.2 Mobile Client subsystem classes design

The consolidated collaboration diagram of mobilendl subsystem shows different
objects interact with together to accomplish a giwse case scenario these objects are
Mobile Client Control, Banking Server Proxy, Mobil@ansaction, Mobile Info, Mobile
Balance and Mobile User Interaction, the use cdsssription are in Appendix A, Mobile
User Interaction object is a composite graphical ursteraction object composed of several
simpler interaction objects as shown in figure 5.14

<<composite user interface>>
CustomerGUI

<<user interface>>
PINWindow

<<user interface>>
MenuWindow

<<user interface>>
PromptWindow

<<user interface>>

<<user interface>>

<<user interface>>

DisChargeWindow ChargeWindow QueryWindow
<<composite user interface>>
CustomerGUI
+displayPINWindow (out PIN)

+displayQueryWindow (out accountNumber)
+displayChargeWindow (out amountMoney)
+displayDischargeWindow ()

+displayMenu (out selection)
+displayPrompt (in promptText)

Figure (5.14): Mobile Client GUI classes

Mobile Transaction object is used to keep dataaftong time without store it on disk
or on database so the desirable choice is a dat@aetion class, which keeps any
modifications to customer selection and informatittre mobile info stored on disk and
serialize to Mobile Info class, also the balancerest on disk and serialize to Mobile
Balance class, we use Proxy Pattern so we needxg ptass Banking Server Proxy. An
instance of Mobile Client Control state dependemtil class executes Mobile Client
finite state chart in figures 4.32, 4.33, 4.34, 4r®b. more information about Mobile Client
subsystem classes in figure 5.15.
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Figure 5.15 Mobile Client subsystem information hiéhg classes
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5.3.3 Payment subsystem classes design

First we determine and briefly design classesildethout GUI of Payment subsystem
as a composite user interface. Figure 5.16 showsldisses and its methods.

<<composite user interface>>
CustomerGUI
<<user interface>> <<user interface>> <<user interface>>
SellWindow MenuWindow PromptWindow
<<user interface>> <<user interface>> <<user interface>>
BuyWindow CashWindow CheckBalanceWindow

<<composite user interface>>
CustomerGUI

+ displaySellWindow (out price)

+ displayBuyWindow (out deviceName)

+ displayCashWindow (out SoftCheque)

+ displayMenu (out selection)

+ displayPrompt (in promptText)

+ dispalyCheckBalanceWindow (in balance)

Figure (5.16): Payment customer GUI classes

In another hand figure 5.17 shows remainders etassPayment subsystem including
for example state dependent control Payment Contfgect, which usually has
processEvent function to execute the statechadhapter 4, and currentState function
which returns the current state of this control.
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Figure (5.17): Payment subsystem information hidinglasses

90

www.manaraa.com




5.3.4 Mobile Banking Service subsystem classes design

Mobile Banking contains many business logic objéot complete all client
transactions, more details about classes andritgiéins in figure 5.18.
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<<database wrapper>>
Account

<<database wrapper>>
DebitMobile

+ readBalance (in accountNumber, out
balance)

+ mobileAccountExist (in accountNumber, out
status)

+ open (in accountNumber)

+ close (in accountNumber)

+ createBranches (in accountNumber, in
mobileBalance)

+ remoweBranches (in accountNumber)

+ create (mobilelD)

+ validate (in mobilelD, in PIN, out status)

+ updatePIN (mobilelD, PIN)

+ updateExpirationDate (mobilelD,
expirationDate)

+ updateMobileStatus (mobilelD, status)

+ validate (in mobilelD, in PIN, out status)

+ read (in mobilelD, out PIN, out
expirationDate, out status)

+ delete (mobilelD)

<<database wrapper>>
MobileAccount

<<database wrapper>>
PrimaryAccount

+ isDirty (in modifiedTime, in modifiedDate,
out dirty)

+ modifyBalance (in balance)

+ add (in amount)

+ modifyBalance (in balance)

Figure (5.18): Mobile Banking Service subsystem iofmation hiding classes.

5.4Detailed design

5.4.1 DSPController composite task

This composite task hides a DSP Control state abgencontrol object, and MFCC
Processor algorithm object. The figure 5.19 shdvesdetailed software design of the DSP

Controller task.

There is a coordinator called DSP Coordinators itasponsible of receiving request
from other tasks and replying to them. Also it slates these requests to methods syntax
and invokes two main methods: extractFeatures ilC®IFProcessing object, this method
has spectra signal as parameter and returns MFGC atad processEvent method in DSP
Control object, which has event as parameter, ameérgites actions as result of execution

DSP Control statechart.
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A
clusterData (in MFCC)

<<demand control>>
<<control clustering>> calcdalate(in MFCC, out ratio)

:DSPController 7

extractFeatures (in
spectrasignal, out MFCC)

send (in display Prompt)
<<algorithm>> < <<coordinator>> >
:MFCC :DSPCoordinator
processEvent (in W
A
<<state dependent
control>>
:DSPControl
receive(out
L DSPControlRequest)
record(in time, out
pow er), spectra(out
pow er) <

Figure (5.19): DSPController task

5.4.2 VQ&EUDistance composite task

This composite task contains information hidingeots: VQ algorithm object, Voice
Print file wrapper object, Cohort Speaker file wyap object, and EUDistance algorithm
object. The figure 5.20 shows the detailed softvamsign of the VQ&EUDistance task.

There is a coordinator called the VQ&EUDistance itwn it monitors incoming
messages and forward each message to correspaidorghm by invoking its methods.
This task communicates only with DSP Controllektas
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<<demand control>>
<<control clustering>>
:DSPController

calcualate (in MFCC, out ratio)
clusterData (in MFCC)

<<demand algorithm>>
<<mutually exclusive
clustering>>
:VQ&EUDistance

store (in characteristics)

clusterData (in MFCC)

<

<<file wrapper>>
:VoicePrint

<<algorithm>>
NvQ

<<coordinator>>
:VQ&EUDistanceMoni
tor

<

ad (out characteristics)
Y-

<<file wrapper>>
:CohortSpeaker <

<<algorithm>>
:EUDistance

e

estimateRatio (in MFCC, out ratio)

read (in speakerlD, out
characteristics)

Figure (5.20): VQ&EUDistance task

5.4.3 Mobile Control composite task

This composite task contains information hidingeabs: Mobile Client Control state
dependent control object, Mobile Info file wrapp#sject, Mobile Balance file wrapper
object, and Mobile Transaction data abstractioreabjThe figure 5.21 shows the detailed
software design of the Mobile Control task.

We called this task a Mobile Client Control not @otier, because there is no more
than one task which is Mobile Client Control itsetfther objects are entity objects
according to information hiding concept. There isa@rdinator called the Mobile Client
Coordinator, it is responsible of translating reedi messages to events, which causes
Mobile Client Control statechart transitions frotate to another.

94

www.manaraa.com



Wd (in displayPrompt)

<<demand>> read (out balance), update(in
<<state dependent control>> amount), remove () <<file wrapper>>
:MobileClientControl __— :MobileBalance
receive(out processEvent (in event, out action)
MobileClientContro {Data(out info)
IRequest _— . . getData(out info
questie— <<coordinator>> <<stz:)emdr §Ip>e>ndent —— <<file wrapper>>
:MobileClientCoordinator X P :Mobilelnfo
:MobileClientControl =
send (in
MobileTransaction, gt
bankRepon;
> updateCustomerm <<data abstraction>>
(mobileData, PIN) :MobileTransaction
updateCustomerSelection
(in selection, out
transactionDetails)

Figure (5.21): Mobile Control task

5.4.4 Payment Control composite task

This composite task contains information hidingeots: Payment Control state
dependent control object, Cheque Container databaspper object, Soft Cheque data
abstraction object, Mobile Info file wrapper objeahd Mobile Balance file wrapper object.
The figure 5.22 shows the detailed software desfghe Payment Control task.

We called this task a Payment Control not Controlbecause there is no more than
one task which is Payment Control itself, otherect§ are entity objects according to
information hiding concept. There is a coordinatalled the Payment Coordinator, it is
responsible of translating received messages totgvevhich causes Payment Control
statechart transitions from state to another.
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send (in display Prompt)

receive(out
mm%EnEOoEB_Womc

<<demand>>

<<state dependent control>>

:PaymentControl

read (out balance), update(in
amount), remove ()

—

processEvent (in event, out action)

send (in
MobileTransaction, diat
bankRepon;

<<coordinator>>
:Paymen in

—

store(in SoftCheque),get

Cheques(in BankID,out

ChequelList), remove (in
chequelD)

<<state dependent
control>>
:Paymen

<<file wrapper>>
:MobileBalance

getData(out info)
—_—

<<database wrapper>>
:ChequeContainer

<<file wrapper>>
:Mobilelnfo

getCheque (in amou

@m@:&

<<data abstraction>>

SoftCheque

initialize (in Price )

send (in bluetooth command,
out bluetoothData)

Figure (5.22): Payment Control task
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Chapter 0

SPEAKER VERIFICATION SYSTEM:
IMPLEMENTATION, AND EXPERIMENTAL
RESULTS

6.1Recording speech
To capture a voice from the microphone we usestaiment:

Player p1 =
Manager.createPlayer("capture://audio?encoding=pcra=8000&bits=16&channels=
1 &endian=big&signed=signed");

This statement contains many parameters that capdmalized for digital signaling:

* Encoding format: we use Pulse Code Modulation [54], encodes anoaudi
waveform in the time domain as a series of ampdisud

« Rate: or frequency This parameter measures how manylsafapannel are played
each second. Frequency is measured in samplesds@dnhn

* Resolution/Sample Size:This parameter specifies the amount of data used to
represent each discrete amplitude sample. The coosimon values are 8 bits (1

byte), which gives a range of 256 amplitude step4,6 bits (2 bytes), which gives
a range of 65536 amplitude steps.
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» Channels And Interleaving: If the PCM type is monaural, each sample will bglon
to that one channel. If there is more than one mhlarthe channels will almost
always be interleaved: Left sample, right sampdd, Iright, etc., in the case of
stereo interleaved data.

» Byte Order: or computer system “Endianness”, When more thanbyte is used
to represent a PCM sample, the byte order (bigaends. little endian) must be
known. In our statement we have two PCM bytes hyded bytel, it is presented in
big endian as: bytelbyteO rather than byteObyte$ifwll endian system.

ARMv6 and above introduces several architectuxééresions to support mixed-
endian access in hardware. A PSR Endian contrg| fte E bit, which dictates the
byte order used for the entire load and store [64].

» Sign: It is not enough to know that a PCM sample is, dgample, 8 bits wide.
Whether the sample is signed or unsigned is needadderstand the range. If the
sample is unsigned, the sample range is 0..255 avitkenter point of 128. If the
sample is signed, the sample range is -128..127 avitenter point of 0. If a PCM
type is signed, the sign encoding is almost alw&igscomplement. In very rare
cases, signed PCM audio is represented as a safrieggn/magnitude coded
numbers.

6.2ARM VFP architecture

ARM-11 processor has a vector floating point (VFH)e Vector Floating-Point (VFP)
architecture is a coprocessor extension to the ARM@hitecture. It provides single-
precision and double-precision floating-point amttic, as defined by ANSI/IEEE
standards.

A complete implementation of the VFP architecturaistninclude a software
component, known asupport code The support code provides the features of theEIEE
754[19] compliance that are not supplied byhhedware [64].

Double-precision format: A double-precision valuasists of two 32-bit words, with
the following formats:

1. Most significant word:

31|30 20 19 0

S Exponent Fraction [51:32]

2. Least significant word:

31 D

Fraction [31:0]
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The S is sign flag, when the number is negativé, $tse S=0. The exponent is called
biased exponent all double precision numbers usasaof 3FFH. The fraction from bitO to

bit51 is called significand or mantissa.

When held in memory, the two words must appeaseautively and must both be
word-aligned. The order of the two words dependstlan endianness of the memory

system:

* In a little-endian memory system, the least sigant word appears at the lower
memory address and the most significant word ahitjeer memory address.

* In a big-endian memory system, the most significaord appears at the lower
memory address and the least significant wordeatdtver memory address.

A VFP implementation must use the same endianmgedse ARM® implementation it
is attached to. If the ARM implementation has cguarfable endianness, double-precision
values must not be loaded or stored before the AlRddessor endianness has been set to
match that of the memory system.

Converting decimal to floating-point form is a g@im task that is accomplished
through the following steps[55]:

1. Convert the decimal number into binary.

2. Normalize the binary number.

3. Calculate the biased exponent.

4. Store the number in floating-point format.

The four steps are illustrated for the decimal beml00.25, the decimal number is
converted to a double-precision format (64-bitaflng-point number.

Table (6.1): Converting 100.25 decimal to floatingroint form

Step | Result
1 |100.25=11100100.01
2 |1100100.01=1.10010001% 2
3 |110+01111111111=10000000101
4 | Sign =0
Exponent = 10000000101
Significand = 100100010000000000000000000000000D@@@O0000000000

Converting (C039200000000000H) floating-point fotmna double-precision decimal
number is a simple task that is accomplished thrdhg following steps [55]:

1. Separate the sign bit, biased exponent, and stgnidi.

2. Convert the biased exponent into a true exponesubtracting the bias.
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3. Write the number as a normalized binary number.
4. Convert it to a denormalized binary number.
5. Convert the denormalized binary number to equivalecimal.

Table (6.2): Converting a floating-point from to equivalent decimal number.
Step | Result

1 | Sign =1

Exponent = 10000000011

Significand = 100100100000000000000000000000000R@@W@O0000000000
10000000011 - 01111111111 =100

1.1001001 x 2

11001.001

-25.125

g~ winN

6.3Natural logarithm

J2ME is a micro edition of java language, it nottaans many mathematic functions, it
leaves the implementation of these functions tcetigers, developers write own function
by the optimum way that trading between performansage memory and disk size, and
accuracy.

One of the most popular mathematic formulas isndweiral logarithm, J2ME doesn’t
offer the logarithms’ implementation, the naturagdrithm is used frequently in speech
features extraction especially for MFCCs featuheshis thesis we present two versions of
method implementation of the natural logarithm.

ICSILog approach [71] introduced C-method for iempkenting natural logarithm for
single precision numbers, this approach dependfookiup table that resides on cash
memory. In mobile phones, the cash is very expenaid relatively is small, also C
language is not platform independent like java nedbgy. Single precision 32 bits is not
enough for representing numbers and has less agcura

Method 1:

Suppose that we need to find a natural logaritbmthie real numbekX, in previous
section we briefly explained the floating-point @éeiprecision form. The numb#rcan be
rewritten as :

X= significand x 2" where the signficand is a normalize number betwieand 2.
In(X)= In [significandx2**°"*" = In (significand) + exponent x In (2).

In (2) is a constant and equals to 0.6931471805953®341723212145818.

The remainder right term is In (significand) cansoéved by the Taylor series [56], in more
specific the Mercator series or Newton—Mercator] [8@ries is the Taylor series for the
natural logarithm:
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. a (_1)n+1 n
In(1+X) = Ti ——X", |X|<1
=X -4+ 4. ((6.1))

We have implemented the natural logarithm depemdMercator series in the following
J2ME code:

public static double mercatorLog(double x) {
long | = Double.doubleToLongBits(x);
long exp = ((0x7ff0000000000000L & ) >> 52y623;
double man = (OxOOOffffffffffffflL & 1) / (doubley@0000000000000L +
1.0;
double Inm = 0;
double a = (man 4);
for(intn=1;n<7;n++){
if (N%2!=0)
Inm += pow(a, n) / n;

else
Inm -=pow(a,n)/n;
}
return Inm + exp *0.69314718055994530941723212145818;

}

For more accuracy, increase the range of “for loophd we need to implement the
power method too, because is not defined in J2ME:

public static double pow(double base, int exp){
iflexp == 0) return 1;
double res = base;
for(;exp > 1, --exp)
res *= base;
return res;

}
Method 2
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Because the significand is in normalized form: X2 so it can be written as : 1+X
where X is between 0 and 1, so there is anothee rafficient series based on the Area
Hyperbolic Tangent function [58] can be appliedratural logarithm estimation:

In(X) =2 X artTanh =, 0< X <1 ((6.2)

Where,
3 5 7
artTanh Z = Z+Z?+Z?+Z7+...

w 221
= anom, |Z| <1 ((63))

We have implemented the natural logarithm depemusArea hyperbolic tangent
function in the following J2ME code:

public static double hyperbolicLog(double x) {

long | = Double.doubleToLongBits(x);

long exp = ((0x7ff0000000000000L & I) >> 52)023;

double man = (OxOOQOfffffffffffffL & I) / (double3@0000000000000L +
1.0;

double Inm = 0.0,

double a = (man {) / (man + 1);

for(intn=1;n<7;n+=2){
Inm += pow(a, n) / n;

}

return 2 * Inm + exp * 0.69314718055994530941723212145818;

}

And again we use the implementation of pow formagain method 1. Method 2 is more
accuracy than method 1, but it slower as will lsedssed in the results.

Method 3

We implemented a more practical, and very fastimhtlogarithm method, but of
course it is little less accurate than previoushoés$. The right term in the summation
In(X) = In (significand) + exponent x In (2), therm: In (significand) is between In (1),
and In(2) or between 0, and 0.6931471805599453(BP112145818.

In large numbers, the very small right term caméglected respect to very large left term,
the term: exponent x In (2), and we can write & masthod in J2ME without pow method
need.
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public static double mlog(double x){
long | = Double.doubleToLongBits(x);
long exp = ((0x7ff0000000000000L & I) >>)521023;
return exp * 0.69314718055994530941723212145818;

}

6.4Data privacy
We need to store very sensitive data in mobileag® media like:

1. Mobile info which contains many critical fields ékMobile ID.
2. Mobile balance which contains: mobile balance, Miedidate, and modified time.
3. Voice print codebook.

The Java Community Proces§JCP") (see jcp.org) is the mechanism for developing
standard technical specifications for Java techmoldnyone can register for the site and
participate in reviewing and providing feedback tloe Java Specification Requests (JSRs),
and anyone can sign up to become a JCP Membehandarticipate on the Expert Group
of a JSR or even submit their own JSR Proposals.

The File Connection Optional Package (FCOP) is ohdwo optional packages
defined by JSR 75 through the Java Community PsocCEse other, the PIM Optional
Package. We use the first package, and to impdyt meeded packages your code must
include:

import javax.microedition.io.Connector;
import javax.microedition.io.file.FileConnection;

JSR 75 provides a mechanism to store data intprivdder, and keep this data away
from accessing or modifying by another MIDlet. Tiniechanism is called Private work
directory of MIDlet suite by using the string argem “fileconn.dir.private”, suppose we
want store a data in a private folder as mobiletrfove do that by the following J2ME
code to create the file, and open it for readimgl @&riting :

import javax.microedition.io.Connector;
import javax.microedition.io.file.FileConnection;

String galleryPath = System.getProperty("fileoatir.private”);
String path = galleryPath + "mobileinfo.txt";

try {
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FileConnectio fconn =
(FileConnection)Connector.open(path,Connector. REARITE);

if (!fconn.exists())
fconn.create();

else{
fconn.delete();
fconn.create();

}

By this mechanism we protect the applicationsfikom manipulate, stolen and
remove, the mobile user itself cannot change thieilmbalance or ID.

6.5Natural logarithm methods experiments and results

We tested the three methods for calculating nhktlogarithm at two ranges of
numbers, the first rang is a set of numbers betwigerand 350 as a double values, the
range 2 is a set of numbers between 5000, and 00008ouble values. By choosing one
rang for small numbers, and another for large nuskg cover many application fields
and algorithms [72, 73].

Because most of processors today (Intel, AMD, ARMuse the IEEE 754 standard,
we can test our methods in personal computer, isywhy we can take the java log as
reference in measurement as ICSILog approache @ded in standard Math.h C library.
So we simulate our methods on laptop Dell InspitdA5, with Intel Core™ 2 Duo 2.00
GHz for each one, the operating system was Mictogioidows 7 Ultimate service pack 1.

We measured the accuracy of the three methodsbgnking the java log as a
reference, we assumed that the java log is 100%ratec Also we compared between the
three methods on execution time, we reflected eeion time with the speedup of java
log too.

In range 1 The average error rate of methodl astthad? is very small, it is near the
zero, but the method3 has a big average errortteeate 7.8% effects the results when the
numbers are small and does bad performance (f@ytje

Also in range 1 method 1 fasters than the javéhatetvith 6.5 times, while method2
only with 1.4 times, as an expected, method3 &stef one, with 10.5 times faster than the
java method.
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Figure (6.1): Average error rate in small numbers Kange 1).
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Figure (6.2): Average speed up for small numbers é&nge 1).

In range 2 the average error rate of both methadd, method2 stills very small and
can be considered zero with respect to correspgridige number. The average error rate
of method3 in this range is about 3 which is I&ssitthat in range 1.
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Methodl is faster 6 times than java method, methadout 1.4 times faster, and
method3 stills the fastest with 9 times over javethnd.

%
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2.988310146
3
2.5
2
1.5
1
0.5
0.077595774 0.000176958
0
Average error rate
H Method1l m Method2 = Method3
Figure (6.3): Average error rate for large numbers(range 2).
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7
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0
Average sHeedup
B Methodl m Method2 m Method3

Figure (6.4): Average speed up for large numbers &énge 2).
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MFCC attributes has large value, which obtainedakyng natural logarithm of very
large numbers, method 3 is a proper one for caioglghe natural logarithm.

Others speech features extraction algorithms Eassian Mixture Models combined
with Hidden Markov Models they use log-likelihoaghttion, method 2 is the best in this
algorithm especially when the parameters are nazethbecause it is the most accurate.

6.6Calculating the threshold

In section 3.4 we give an abstract derived ofRa&o formula, and we mentioned if this
ratio is less than a given threshold then the sre&k accepted else he is rejected.
Calculating this threshold is a hard and very lange, and needs digital signal laboratory,
and in the first place, a speech database mustitiee.

To overcome these obstacles we depended on peewi@rk for implementing a
speaker verification system in Java [59], in tliesis the authors used a database called
NTIMIT8 which is a part of NTIMIT [60]. Accordinga the fact of J2ME is a special
edition of traditional Java, all java algorithmspeximents and results can be applied for
J2ME. Of course after taking into our consideratiom differences between the equipment,
since the Java works and runs on computers, J2Mé&nfbedded systems.

The NTIMIT (Network TIMIT) database was calted by transmitting the Texas
Instruments Massachusetts Institute of TechnoloGMIT) [61] database over the
telephone network. More over the NTIMIT databasdude a carefully selected diversity
of speech dialects and extensive breadth and @éptmonetic coverage.

TIMIT, NTIMIT, and others speech databases arailable at The Linguistic Data
Consortium [8] at university of Pennsylvania.

Previous work on speaker verification in javagythselected 100 persons from
NTIMIT8, were used randomly selected from 3 différareas. The selection of female and
male utterances is 50% - 50%. [59].

The performance of a speaker verification sysfé®) is measured in terms of false
acceptance rate (FA%) and false rejection rate (FR%

Fy = (j—;‘) x 100 ((6.4))

Fp = (2—‘;) x 100 ((6.5))

Where h is the number of imposter classified as true spesaldr is the total number of
speakers, gis the number of true speakers classified as itepasG is the total number
of speakers. To calculate the total error of afwation system, g, the false acceptance
rate is added to the false rejection rate giving:
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TE=FA+FR

((6.6))

The following picture (figure 6.5) shows the rat@lculations of the Java system.

Threshold level, speech from NTIMIT8
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Figure (6.5): Threshold and error rate plot from NTIMIT8 [59]

The figure shows on four percent total error, zeeocent false acceptance and four
percent false rejection. The number of entrieshandodebook, and under what conditions
the speech was recorded has a great part in thlectodr result. The table below shows an
approximation of the error rate when using différeanmber of entries in the codebook

[63].

Table (6.3): Speaker verification accuracy dependmon Codebook Entries

Number of code entries Speaker verification accurac(%)
32 96.0
64 97.7
128 97.9
256 98.1
512 98.2
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Chapter 1

CONCLUSION AND FUTURE WORK

7.1Conclusion

In this thesis, we have proposed a new approachMf@ommerce named Debit
Mobile, that is a phone-based J2ME application gaymntechnology, and enables a bank’s
customer to query his account balance, charge bisilep and discharge his mobile. A
mobile customer who owns debit mobile can easily fix services or products, via
transferring a novel proposed Cheque, called aGnégue.

We introduce a new mechanism for query accourd, @t pseudo codes for query,
charge mobile, discharge mobile, and synchronitanibas operations. Also we structured
a new digital certificate format suited with mobikones.

We have introduces a new scenario of transferand, cash the soft Cheque, with no
third party, or a connection to the bank server Verifying it in payment case. This
scenario depends on proposed digital certificate.

We modeled our system with COMET method, our maxteitains analysis model
which consists of static and dynamic modeling, gstesn structuring, object structuring,
and control objects composite statecharts. And etsdains design model which consists
of consolidated collaboration modeling, system #echtural design, concurrent task
structuring with clustering criteria, and detaildkign.

Also we have developed a software component facevauthentication depends on
speaker verification algorithms, we have choseworédlyms, and modified them to be able
to work on mobile phones equipment.

We suggested an exist way to calculate the raticppeaker-verification java systems,
and experimental results show that is no fearlskfacceptance and also false rejection can
be decreased with increasing of codebook size.
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In speaker verification implementation we impleteehnatural logarithm with three
methods, we compared between them by taking jayadaeference, our methods are very
fast and suitable with mobile devices.

7.2Future work

We plan to propose the Debit Mobile system asva Blietooth profile to be included
in the new versions of Bluetooth, and introdude iBluetooth Special Interest Group (SIG)
(Bluetooth.org). By this way many applications ¢endeveloped for Bluetooth marketing
and payment applications such as NFC applications.

DSP is a hot computer engineer field, many complgorithms can be implemented
as a cheap hardware chips. For example FFT rad-4n important and complex
algorithm for time domain to frequency domain signansformation, it is implemented as
a special form of butterfly called dragonfly [654so many modern industries for
implementing FFT are available (e.g. xilinx.com ).

Although our beloved Palestine has small areagthee many dialects of Arabic, and
so there is a real need for a database of spegtthics all of these accents, in fact, there
are a few Arabian countries has its database okcépes.g. Saudi Arabia [66].
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Appendix A

SYSTEM REQUIREMENT SPECIFICATION

Table (A.1): Check balance use case description.

USE CASE #

A3

USE CASE Name

Check balance

ACTOR

Mobile user

Purpose

A query about the internal balance

Overview and scope

The mobile contains balance which gives ability to customer to get
services with price below this balance without need to cash money.

Level

Primary and included

Preconditions

The mobile was charged

Postconditions

The amount of balance is displayed on mobile screen

Trigger Client click check balance in his mobile
Included Use Cases non
Extended Use Cases non

MAIN SUCCESSFUL
SCENARIO

Actor Action System Action

1. Client login locally in his mobile
and choose check balance
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2. System shows the internal balance

Frequency Frequently used
Table (A.2): Validate PIN use case description.
USE CASE # B.1
USE CASE Name Validate PIN
ACTOR Mobile user
Purpose System validates customer PIN

Overview and scope

For each transaction needs access to bank server Database, system
prompts user to inter the PIN code for more security.

Level

included

Preconditions

There is a connection between the mobile and the bank server.

Postconditions

The mobile and user authorized to complete the transaction .

Trigger There are many transactions use case B.2, B.3,B4 and B5 needs
authorization before they completed, so all these use cases trigger this
use case.

Included Use Cases non

Extended Use Cases | non

MAIN SUCCESSFUL
SCENARIO

Actor Action System Action

1. Mobile user choose one of bank
transaction.

2. To complete the transaction,
System prompts customer for PIN

3. Customer enters PIN.
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4. System checks whether the mobile has

been reported as lost or stolen. If card is
valid, system then checks whether the

user-entered PIN matches the mobile PIN
maintained by the system.

UNSUCCESSFUL Conditions Actions

SCENARIOS
If the system determines that the | The system blocks the application.
mobile has been reported lost or
Stolen.
If the customer-entered PIN does | The system re-prompts for the PIN.
not match the PIN number for this
mobile.
If the customer enters the The system blocks the application.
incorrect PIN three times.
Table (A.3): Query account use case description.

USE CASE # B.2

USE CASE Name

Query account

ACTOR

Mobile user

Purpose

Customer receives the balance of this bank account.

Overview and scope

account.

This an traditional Query asks about the related account with this mobile,
if mobile was charged before, the system will retains two balances one
for primary and second for branch account which we called mobile

Level

Primary

Preconditions

There is a connection between the mobile and the bank server.

Postconditions

Customer account has been queried.

Trigger

After loading banking menu, user trigger Query Account button .

Included Use Cases

B.1,B.6
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Extended Use Cases

Non

MAIN SUCCESSFUL Actor Action System Action
SCENARIO
1. 2. Customer selects
Query Account option
2. System Includes Validate PIN use case B.1.
3. System includes B.6 use case.
4. System reads account balance(primary and mohi
if exist), and shows it to mobile screen .
Table (A.4): Cash Cheque use case description.
USE CASE # B.3

USE CASE Name

Cash Cheque.

ACTOR

Mobile user

Purpose

Customer asks a bank to get cash money by cashing a soft Cheque.

Overview and scope

To serve Cheque we need a system that can read and recognition it, as
traditional Cheque reader which reads a magnetic pink to recognition
Cheque, our system will replace the old system with electronic one that
reads soft Cheque from mobile customer.

Level

Primary

Preconditions

There is a connection between the mobile and the bank server.

Postconditions

Customer gets cash money.

Trigger After loading banking menu, user trigger Cash Cheque button .
Included Use Cases non
Extended Use Cases non

MAIN SUCCESSFUL
SCENARIO

Actor Action System Action

1. User trigger Serve
Cheque button .
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2. System shows a list contains
Cheques(not served) with this bank as a
source.

3. User selects one or
more Cheque from the list.

4.System push selected Cheque(s) to bank
server.

5. Bank System receives the Cheque
validates it, extracts the amount of money,
update its Database which includes
discount the amount of Cheque from
source mobile account balance and
notifies customer to go to specific teller to
get his money.

6. Mobile system removes the served
Cheque(s) from its Database or marked it as
a served

frequently Frequently used
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Table (A.5): Charge Mobile use case description.

USE CASE # B.4

USE CASE Name Charge Mobile

ACTOR Mobile user

Purpose Transfer balance to mobile as a soft money.

Overview and scope In our system as ATM one, an Account has two types which we called

primary and mobile account, if customer wants to charge his mobile with
credit(soft money), Bank server creates two branch accounts that form
the original one, the mobile branch account has balance equals to the
choice of customer below the main balance, and primary account
balance now equals to :total balance — mobile balance .

Level Primary

Preconditions There is a connection between the mobile and the bank server.There is
enough balance which greater than the balance we want to charge
mobile with it .

Postconditions The mobile has been charged with a soft money as a balance.

Trigger After loading banking menu, user trigger Charge Mobile button .

Included Use Cases B.1, B.6

Extended Use Cases non

MAIN SUCCESSFUL Actor Action System Action
SCENARIO

1. User triggers charge mobile
button.

2. System Includes Validate PIN use
case B.1.

3. System checks if the mobile is not
already charged, if not queries
Balance from Bank server and shows
on screen the balance and prompts
user to inters amount of mobile
balance
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4. User enters the amount of
mobile balance X.

5. System checks the mobile balance
to ensure that is below the main
balance of account, and send it to
bank server to complete transaction.

6. Bank server creates two branches
primary and mobile account, put
mobile balance as user input X, and
primary balance equals to total
balance- mobile balance.

7. Mobile system put its internal
balance equals to “X”.

OTHER SUCCESSFUL Step Branching action
SCENARIOS
3.a If was charged system includes B.6,
returns primary and mobile
balance......
4.a User enters the amount of mobile
balance to be add X.
53 That is below the primary balance....
6.a Bank server withdraws the amount X
from primary account to deposit into
mobile account.
Mobile system put its internal balance
equals to” old balance + X”
7.a
Conditions Actions
UNSUCCESSFUL If the system determines that The system blocks the application.
SCENARIOS the mobile has been reported

lost or Stolen.

If the customer-entered PIN The system re-prompts for the PIN.
does not match the PIN number
for this mobile.

123

www.manaraa.com



If the customer enters the
incorrect PIN three times.

The system blocks the application.

The mobile balance input is The system notifies user to input

more than the account balance. | amount below the account balance.

Table (A.6): Discharge mobile use case description.

USE CASE #

B.5

USE CASE Name

Discharge mobile

ACTOR

Mobile user

Purpose

Empty mobile from credit “soft money” .

Overview and scope

The payment system allows transferring money as credit soft check from
buyer mobile phone to seller mobile phone.

Level

Primary

Preconditions

There is a connection between the mobile and the bank server.

The mobile was charged before.

Postconditions

The mobile has been discharged from the soft money.

The primary and mobile accounts have been merged to one original main

account.
Trigger After loading banking menu, user trigger Discharge Mobile button .
Included Use Cases B.1, B.6
Extended Use Cases Non

MAIN SUCCESSFUL
SCENARIO

Actor Action System Action

1. User triggers discharge
mobile button.

2. System Includes Validate PIN use case.

3. System includes B.6 use case.
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4.Bank server merge primary and mobile
accounts to one original account with
balance equals to primary balance +
mobile balance

5. Mobile system puts its balance equals

to zero.
Frequently Medium used
Table (A.7): Synchronize Balance use case descripti.
USE CASE # B.6

USE CASE Name

Synchronize Balance

ACTOR

Mobile user

Purpose

Synchronize local balance with mobile account balance

Overview and scope

User can perform payment operations offline without need exist of third
party or connection to bank server, which means local balance modifies
without effects on original mobile account, so we need this use case to
synchronize two balances .

Level

Included

Preconditions

There is a connection between the mobile and the bank server.

Postconditions

Two balances have been Synchronized

Trigger B.2,B.4and B.5
Included Use Cases Non
Extended Use Cases Non

MAIN SUCCESSFUL
SCENARIO

Systems Actions

1. After connection between this mobile and a bank server is established,
mobile system checks if the target bank server contains the account
corresponding to this mobile if yes proceeds to next step.

1. Mobile System sends local balance to bank server.
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2. Bank Server reads the new value Y, if the mobile balance value X in the
bank server equals to Y do nothing, else put checking_balance= X-Y. and
available_balance=Y.

UNSUCCESSFUL Condition Action
SCENARIOS
l.alfno System terminates the transaction
Frequently frequently used
Table (A.8): Do payment use case description.
USE CASE # C1
USE CASE Name Do payment
ACTOR Mobile user
Purpose Transfer soft Cheque from customer mobile to service provider mobile .

Overview and scope

The soft Cheque is the backbone of our payment subsystem, in this use
case two actors communicate to perform a payment scenario.

Level

Primary

Preconditions

There is a Bluetooth connection between two mobiles.

There is enough fund to complete the payment.

Postconditions

Service provider mobile has been get a soft Cheque.

Mobile customer balance has been decreased by the value of payment

price.
Trigger After loading main menu, user trigger Payment button .
Included Use Cases non
Extended Use Cases non

MAIN SUCCESSFUL
SCENARIO

Actor Action System Action

1. Mobile user triggers Payment
button and then selects his
option .
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2. Mobile system receives user choice,
if the choice is buy the use case go to
special use case C.1.a.

3. Mobile user asks seller to
choose sell option

4. the another mobile system now go
to special case C.1.b

Frequently Frequently used
Table (A.9): Send Cheque use case description.
USE CASE # C.l.a

USE CASE Name

Send Cheque

ACTOR

Mobile user

Purpose

Send a soft Cheque to another mobile .

Overview and scope

This is a special use case of general use case Do Payment, the person he
want get services or products from another part execute this use case.

Level

Primary

Preconditions

There is enough balance to complete the payment process.

Postconditions

A soft Cheque has been sent.

Trigger

After loading payment menu, user trigger Buy button .

Included Use Cases

C.1l.aa Generate Cheque use case.

Extended Use Cases

Non

MAIN SUCCESSFUL
SCENARIO

Actor Action System Action

1. User triggers Buy button.

2. System turns on Bluetooth device
and discovers others mobiles.
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3. User asks another part (seller)
about its mobile name.

4. In the same time the system
displays on the screen the
discovered devices.

5. User choose the appropriate
mobile

6. After successful connection(J) %
.) system notifies user and displays
request Price button.

7.User triggers Request Price
button.

8. System sends Get Price request to
target mobile.

9. System receives the price amount
and displays it on the screen with OK
or Cancel options.

10. User triggers OK button

11. System includes Generate
Cheque use case C.1.aa.

12. System sends the generated soft
Cheque to target mobile and notifies
user about the complete of
transaction.

UNSUCCESSFUL
SCENARIOS

Conditions

Actions

10.a User triggers Cancel button.

The system terminates the
transaction.

11.an unsuccessful included use
case.

The system notifies user about lack
of money and terminates the
transaction .
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Table (A.10): Generate Cheque use case description.

USE CASE #

C.l.aa

USE CASE Name

Generate Cheque

ACTOR

Mobile user

Purpose

Create a soft Cheque

Overview and scope

Soft Cheque as traditional one contains necessary information to be able
to served later like bank id and Account number.

Level

Included

Preconditions

There is enough mobile balance

Postconditions

A soft Cheque has been created.

Trigger

After loading payment menu, user trigger sell button .

Included Use Cases

Check balance use case

Extended Use Cases

Non

MAIN SUCCESSFUL
SCENARIO

System Actions

1. Payment control includes this use case.

2. System receives the amount of price.

3. System checks mobile balance (check balance use case).
4.System insures the balance is enough

5. System creates a Cheque format contains bank ID, Account number,
Cheque number, amount of currency and date of issue.

6.System returns the created soft Cheque

UNSUCCESSFUL
SCENARIOS

Conditions Actions

4.a The balance is not enough . | The system notifies user the balance is
not enough and terminates the
transaction.
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Table (A.11): Receive Cheque use case description.

USE CASE #

C.lb

USE CASE Name

Receive Cheque

ACTOR

Mobile user

Purpose

receive a soft Cheque from another mobile .

Overview and scope

This is a special use case of general use case Do Payment, the person he
want provide services or products to another part execute this use case.

Level

Primary

Preconditions

non

Postconditions

A soft Cheque has been received.

Trigger After loading payment menu, user trigger sell button .
Included Use Cases Non

Extended Use Cases Non

MAIN SUCCESSFUL Actor Action System Action
SCENARIO

1. User triggers sell button.

2. System turns on Bluetooth device
and prompts user to input the price.

3. User inputs the price and
press OK button.

4. System starts the Bluetooth pay
service and waits for request.

5.User notifies another person
about the mobile name .

6. System receives request and
prompts user to accept it.

7. User triggers Accept button
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8. System sends the reply which
contains the amount of price.

9. System receives the soft Cheque
and notifies user about the complete
of transaction.

UNSUCCESSFUL
SCENARIOS

Conditions

Actions

7.a User triggers Reject button.

The system terminates the
transaction.
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